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PERDORIMI I APLIKACIONIT PER
SIGURINE NE E-MAIL “THUNDERBIRD”

d Thunderbird ose “mail use agent” (MUA)

d Eshte ndertuar te punoje me e-mail
egzistues

d Jep siguri me shume (avantazh) se web-
page service
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INSTALIMI I THUNDERBIRD

O https://www.mozilla.org/en-US/thunderbird/

mOZi lla messagi ng ons Support Comwmunity About

Thunderbird

Thunderbird 3.1

Now with tabs, better search, and email archiving

It's easy to upgrade to Thunderbird 3.1

U Krijoni kushte optimale (mbyllni gjtha aplikacionet tjera)
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INSTALIMI I THUNDERBIRD

7Y Mozilla Thunderbird Setup . Mozilla Thunderbird Setup
- e S s e
. . Setup Type
Welcome to the Mozilla Thunderbird o A—

Setup Wizard

Choose the type of setup you prefer, then dick Next.,

This wizard will guide you through the installation of Mozila
Thunderbird,

itz racommandad ¥l you com o o her appicalione Thunderbird wil be installed with the most common options.

befere ctarting Satup. This wil make it possible to update
relevant system files without having to reboot your

computer, () Custom
) fou may choose individual cptiors to be instaled. Recommended for experienced
Clck Next to continue., s

Use Thunderbirc as my default mail application

) (o) P e | e
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PARAPERGATITJA E LLOGARISE E-MAIL
PER PERDORIM NE THUNDERBIND

Protokolle kriptografike SSL (Security Socket Layer)

(PC - Mail communication) TLS (Transport Layer security)

General Labels Inbox Accounts and lmport Filters

Forwarding and POFIMAFP Chat
Fornwarding:

Web Clips Labs Offline
Add a forwardang address ]
Learn more

Themes

Tip: You can also forward only some of your mail by creating a filter!
POP Dowrnload:

1. Status: POP is enabled for all mail that has arrved since 1183
Leann more

Enable POF for all mail (even mail that's already been downloadad)
Enable POP for mail that arrives from now on
Disable PPOF

2. When messages are accessed with POP keep Gmail's copy in the Inbox

3. Configure your email client (e g Owutlook, Eudora, Metscape Mail)
C
IMAP Access:

[Boeoans. Sl Froem Diber Cleenis ey |

Status: IMAP is enabled
Learm rmoare

@ Enable IMAFP
Cusable IMAFP

When | mark a message in IMAP as deleted:
& Auto-Expunge on - Immediately update the serer. (default)
Auto-Expunge off - Wast for the client to updale the senear

¥When a message is marked as deleted and expunged from the last visible IMAF folder:
@ Archre the message (default)

Move the message to the Trash

Immediately dalete the message forever
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KONFIGURIMET BAZIKE

4 Mail Account Setup

E Your name:
Email address:

Password:

Krenar Kepuska
kepuska.krenar@grmail.cot
SRR RRRRRRRRRRRR

Remermnber password

Get a new account

Your name, as shown to others

Continue ] ’ Cancel

Siguria e te dhenave - Seminar

O Username
O Email
O Password

d Incoming server
Imap.example.com
Default port

d Outgoing server
Smtp.example.com
Default port



KONFIGURIMET BAZIKE

T

Mail Account Setup I&

Your name:  Krenar Kepuska Your name, as shown to others
Ernail address:  kepuska.krenar@gmail.cor

EESSWI:Ird: R RERRRRRORERRER

Remember password

Configuration found in Mozilla ISP database

@ IMAP (remote folders) (70 POP3 (keep mail on your computer)

Incoming:  IMAP, imap.googlemail.com, 550
Outgoing:  SMTP, smtp.googlemail.com, 550

Username:  kepuska.krenar@gmail.com

et a new account ] l Advanced config

Cancel

O Protokolle te internetit ne
shtresen e aplikacionit

U IMAP (Internet Acces Protocol)
Ruajne nje SMS ne server

O POP3 (Post office protocol)
Kthejn aksesin e sms-ve ne
rrjetin lokal nga server-mail
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KONFIGURIMI MANUAL E-MAIL

Account Settings  ——— - - [ JE—— u

4 kepuska.krenar@gmail.com |
Server Settings

Account Seftings - <kepuska.krenar@gmail.com:=>=

Copies & Folders Account Mame: kepuska.krenar@gmail.com

Compositicon & Addressing Default Identity
Junk Settings Each account has an identity, which is the information that other people see

hen th d :
Synchronization & Storage when They read youlr messagss

FReturn Receipts Your Marme: Krenar Kepuska
Security Ermail Address: kepuska.krenar@gmail.com
4 Local Folders Reply-to Address: Recipienis will reply to this other address

Junk Settings QOrganization:

Disk Space

Si t text: Use HTML (e.g., =b=bold</b>
Facebook Chat - krenar s = [ Use L(eg. ° /b>)

Cutgoing Server (SMTP)

[] attach the signature from a file instead (text, HTML, or image):

Choose...

[ Attach my wCard to messages Edit Card...

Cutgoing Server (SMTP): [ Google Mail - smitp.gocoglemail.com (Defa... v]

[ Manage Identities... ]
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KONFIGURIMI MANUAL E-MAIL

Account Settings | ——

pe — et B

4 kepuska.krenar@gmail.com
Server Settings
Copies & Folders
Composition 8 Addressing
Junk Settings
Synchronization & Storage
Feturn Receipts
Security
4 Local Folders
Junk Settings
Diisk Space
Facebook Chat - krenar
Cutgoing Server (SMTR)

Server Type: IMAP Mail Server

Server Mame: imap.googlemail.com Port: Q92— Defaul: 99

User Mame: kepuska. krenar@gmail.com

Security Settings

Connection security: [ S5L/TLS - ]

Authentication method: [ Mormal password v]

Server Settings
Check for new messages at startup

Check for new messages every 10 : minutes
When I delete a message:

@ Mowe it to this folder: _|s Trash on kepuska.krenar@gmail.com

0 Just mark it as deleted

1 Remowe it immediately

Adwvanced...

Message Storage
[F] Clean up ("Expunge”) Inbox on Exit
[T Empty Trash on Exit

Local directony:

ChlUsershKrenar.Kepuska'AppDataiRoaming\ThunderbirdyPr
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KONFIGURIMI MANUAL E-MAIL

Account Settings  —— Sg— B e - ﬂ

4 kepuskakrenar@gmail.com | R AR g S (Y T T

Server Settings

When managing your identities you can use a server from this list by selecting

it as the Qutgoing Server (SMTP]), or you can use the default server from this
Composition & Addressing | list by selecting "Use Default Server”.

Copies & Folders

Junk Settings Google Mail - smtp.googlemnail.com (Default) | Add... |
Synchronization & 5torage
Edit...
Return Receipts | = |
Security Remowve
4 Local Felders Set Default
Junk Settings
Disk Space Description: Google Mail
Facebook Chat - krenar Server Mame:

smtp.googlemail.com
Outgoing Server (SMTP) | Port: 465
User Name: kepuska.krenar@gmail.com
Authentication method: Mormal password
Connection Security: SSL/TLS
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JUNK E-MAIL CONTROL

O Largon e-mail jo te pasta ne menyre automatike nga Inbox
0 Tools/option/security
Cptions

- €
General

=T n | L o)’
= L et & J o
Display Composition Chat Privacy Security Attachrments  Advanced
J'—'"kl E-mail 5cams|hnti-‘u"irus| Pasmords|
Set your default junk mail settings. Account-specific junk mail settings can be configured in Account Settings.
[C] WhenImark messages as junk:
@ Move thern to the account's "Junk” folder
| Delete them

] Mark messages determined to be Junk as read

[] Enable adaptive junk filter logging

Show log

Beset Training Data
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E-MAIL SCAMS

| Options - ﬂ

J = i W o == Y a
General Display Composition Chat Privacy Security Attachments  Adwvanced

Junk | E-mail S5cams Anti.-‘lﬁluslpasswurds|

Thunderbird can analyze messages for suspected email scams by looking for commen techniques used to deceive
you.

Tell meif the message I'm reading is a suspected email scam
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SUPORTIMI I THUNDERBIRD NE
APLIKACIONET ANTI-VIRUS

Options - ﬂ

General Display Compuosition Chat Privacy Security Attachments  Advanced

Junk | E-mail Scams | Anti-Virus | Passwords

Thunderbird can make it easy for anti-virus software to analyze incoming mail messages for viruses before they are
stored locally.

"] Allow anti-virus clients to quarantine individual incoming messages
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APLIKIMI I FJALEKALIMIT TE

THUNDERBIRD

Options ﬂ
J = = W o == S e
General Display Composition Chat Privacy Security Attachments  Adwvanced

Junk | E-mail Scams | Anti-Virus | Passwords

Thunderbird can remember passwords for all of your accounts.

A Master Password protects all your passwords, but you must enter it once per session.

[] Use a master password

[ Saved Passwords... ]

Change Master Password...
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FINALIZIMI I JUNK CONTROL

Account Settings

B e - %

Server Settings
Copies 8 Folders

4 kepuska.krenar@gmail.com

Compaosition & Addressing

Junk Settings

Return Receipts
Security
4 Local Folders
Junk Settings
Disk Space
Facebook Chat - krenar
Outgoing Server (SMTP)

Synchronization 8 Storage

Account Actions

-

Selection

Enable adaptive junk mail controls for this account

If enabled, you must first train Thunderbird to identify junk mail by using
the Junk toclbar button to mark messages as junk or not. You need to
identify both junk and non junk messages. After that Thunderbird will be
able to mark junk automatically.

Do not autematically mark mail as junk if the sender is in:

[] Collected Addresses

Personal &ddress Book

[] Trust junk mail headers set by: | SparmAssassin

If enabled, Thunderbird will automatically consider messages marked by this
external classifier as junk.

Destination and Retention

[ Mowe new junk messages to:
@ "Junk" folder on: | @ kepuska.krenar@gmail.com
Other: L1 Choose Folder...

Automatically delete junk mail clder than 14F days

[ Global Junk Preferences...

[ ok || cance
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PROJEKTI PGP (PRETTY GOOD PRIVACY)

/ How does GPG work? Meet Sacha and John: A a \

i
i
Sacha wriles : /r":* Johin decryots the
amessags | Helo } i message with his
© e “T¥pecequation her;\o R
meseadd onenping
( ‘“ o to the evil world

wide web -~ .

b

jﬂ;.:l E'n:rg.rp:s with a g

ohn's public key v e n
& A

N i ; /’

O PGP konsiston ne celesin (publik privat) per kodimin e e-mail
0 Celesi publik - “adresa” per te na derguar e-mail te koduar
0 Celesi privat konsiston ne hapjen e e-mail te koduara

e Johin reads
{ Hello ! the message
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PROJEKTI PGP (PRETTY GOOD PRIVACY
KODIMI I E-MAILEVE

Gpgdwin Setup

- —

GPG\\“MN

Welcome to the installation of
Gpg4win

Gpg4win is 3 installer package for Windows for EMail and file
encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supported,
OpenPGP and 5MIME. Gpg4win and the software induded
with Gpg4win are Free Software.

Click Mext to continue.

This is Gpa4win version 2.2.2
file version 2.2.2.24070

release date 2014-09-03

Mext = | [ Cancel

Gpgdwin Setup

e  — —

\©

Choose Components

Choose which features of Gpg4win you want to install.

Check the components you want to install and unchedk the components you don't want to
install. Click MNext to continue.

Select components to install:

Space required: 115.0MB

Mullsoft Imstall Swstem w2, 46-7

Kleopatra

GPA

GpgoL

GpgEX

Claws-Mail

Gpg4win Compendium

Description

Position wour mause
over a component ko
see ks description,

][ MNext = ] [ Cancel
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HAPI 1 - KRIJIMI I CELESAVE PGP

@ Enigmail Setup Wizard l — | |_ih_J

Welcome to the Enigmail Setup Wizard

This wizard helps you to start using Enigmail right away. COwver the next few screens we'll ask
you sorme questions to get everything setup.

To keep everything simple, we make some assumptions about configuration, These
assumptions try to provide a high level of security for the average user without creating
confusion. Of course, you can change all of these settings after you finish the wizard. You can
find cut more about the Enigmail features in the Help menu or on the Enigmail website.

If you have any trouble using this wizard, please let us know by emailing us. D MOngSTCﬂ'I
This wizard is automatically invoked when you first install Enigmail. You can also launch it D EkSpeI’TIZCI

manually from the Enigmail menu.

Thank you for choosing Enigmail!

Would you like to use the wizard now?

@ :Yes, I would like the wizard to get me started

) Mo, thanks. I prefer to configure things manually

= Back [ Mext = ] ’ Cancel
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HAPI 2 - KRIJIMI I CELESAVE PGP

@ Enigmail Setup Wizard — ==

Signing
Digitally Sign ¥Your Qutgoing Emails

Enigmail allows you to digitally sign your emails. This is like the electronic version of signing a
letter, and it allows people to be sure that an email is really from you. It's a good security
practice to sign all cutgoing email.

To werify your signed email, people need an OpenPGP-aware mail program. If they don't have
an OpenPGP-aware mail program they will be able to read your email, but the signature will
be displayed as an attachment or as text arcund the email message, which might annoy some
peocple. In any case you can still explicitly choose whether or not to sign.

Which general mode do you prefer to sign cutgoing emails?

- Den't sign my messages by default

[ < Back ][ Mext = ][ Cancel
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HAPI 3 - KRIJIMI I CELESAVE PGP

@ Enigmail Setup Wizard

Encryption
Encrypt ¥Your Qutgoing Emails

Enigmail allows you to encrypt your email messages and any attachments. Encryption is like
putting a letter in an envelope. It makes things private. It's not just for "secret” messages, but
for evenything that you would not send on a postcard.

To be able to send encrypted emails you need the key of each recipient. However, because
OpenPGP is not common everywhere, it is typical that you only have the keys of some
recipients. To support this situation, Enigmail provides a convenient encryption mode, which
autocmatically encrypts emails whenever possible, For each email you can still explicitly
choose whether or not to encrypt.

Which general mode do you prefer te encrypt cutgoing emails?
) Convenient auto encryption

1 Encrypt all of my messages by default, because privacy is critical to me

i@ Don't encrypt my rmessages by default

[ = Back ” Mesxt = ][ Cancel
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HAPI 4 - KRIJIMI I CELESAVE PGP

@ Enigmail Setup Wizard (=

Preferences

Change Your Email Settings To Make Enigmail Work More Reliably

This wizard can change your email settings to make sure there are no problems with signing
and encrypting email on your machine. These setting changes are mostly technical stuff you

will not notice, though one important thing is that emnail will be composed in plain text by
default.

Do you want to change a few default settings to make Enigmail work better on your machine?

1 Mo, thanks

= Back ” Meut = J[ Cancel
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HAPI 5 - KRIJIMI I CELESAVE PGP

@ Enigmail Setup Wizard ==

Key Selection
Create A Key To Sign And Encrypt Email

We have detected that you already have an OpenPGP key. You can either use one of your
existing keys to sign, encrypt and decrypt emails, or you can create a new key pair.

@ I want to select one of the keys below for signing and encrypting my email:

Account [/ User ID Key ID Created ="
krenar < kepuska.krenar@gmail.com= 0xf4BBFOBE 11972014

1 I'want to create a new key pair for signing and encrypting my email
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HAPI 6 - KRIJIMI I CELESAVE PGP

@ Enigmail Setup Wizard -

Create Key
Create A Key To Sign And Encrypt Email

You need to hawve a 'key pair' to sign and encrypt email, or to read emails that are encrypted. A
key pair has two keys, one public and one private.

You need to give your public key to everyone in your contact list who will want to wverify your
signature, or to encrypt email to you. Meanwhile, you need to keep your private key secret.
You must not give it away, or leave it unprotected. It can read all the email people encrypt and
send to you. It can also encrypt email in your name, Because it's secret, it's protected by a
passphrase,

Account [/ User ID:
Krenar Kepuska = kepuska.krenar@gmail.com> - kepuska.krenar@gmail.com
Passphrase

Please confirm your passphrase by typing it again

= Back ][ Plext = ] [ Cancel
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KODIMI T ATACHMENT-IT

OpenPGP Prompt

This message contains attachments. How would you like encrypt/sign them?

" Just encrypt/sign the message text, but not the attachments

@ Encrypt/sign each attachment separately and send the message using inline PGP

Encrypt/sign the message as a whole and send it using PGP/MIME

NOTE: PGP/MIME is only supported by a limited number of mail clients! On Windows only
Mozilla/Thunderbird, Sylpheed, Pegasus and Mulberry are known to support this standard; on

Linux/UNIX and Mac OS X most popular mail clients support it. If you are unsure, select the
second option.

|| Use the selected methed for all future attachments

OK [ Cancel

O Pyetje teknike (dergimi i e-mail te koduar per her te pare)
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VENDOSJA E FJALEKALIMIT

OpenPGP Prompt [t S

9' Please type in your OpenPGP passphrase or your SmartCard PIN

Ill'lllq

| Remember for 5 idle minutes

| ok || cancel |

QVendoset fijalekalimi i celesit sekret (ruhet perkohesisht ne kujtese)

QDuhet te jete | ndryshem nga fjalekalimi i e-mail
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DERGIMI DHE PRANIMI I CELESAVE

Kembimi i

U ‘L Inbox

&, Get Messages - Chat & Address Book | D Tag ™ | Quick Filter

celesave (!!!vertetsia) | e-mail |

R T X

PUBLIK

USB

-

a0 krenarkepusk...itetimb.com
# Inbox m
Eile _!EE i

View Insert Format Options Tools Help

4y [Gmail]

|| Drafts
M, Sent Mail
(&) Al Mail
& Spam
1% Trash
. Important
.|, Starred

48 [ocal Folders

1%] Trash

(&, Outbox

Search... <Ctri+K>

D\ Tone & Niboclheacas \Cilhmn
S—‘v—- S Lamin e TSl Aamdio
- Write: (no subject) —~

ﬁSend I v Spelling ~ @ Attach ¥ nSecurity v ESave a7

To:

Subject:

Body Text ~

Variable Width

From: Krenar Kepuska <krenar.kepuska@universitetiaab.com> krenarkepuska @universitetioab.com

| VoIP |

(= Wirite: Sending you my mm‘_— —

File Edit Wiews Options Iﬂpﬂ_ﬂF‘GF‘l Taols Help
A Send 'Pfﬂpel- | ¥ Sign Message

Encrypt Message
From: | lohnmy Cash <mail
- Use PGEYMIME for This Message

Cirl+ Shift 5
Cirl+ Shift+E

- T | = Fris

Undo Encryption
¥ Attach My Public Key

Help

e -

o

Elt'_l'l‘ﬂ: Sending you rmy public key
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PRANIMI I CELESAVE PUBLIK DHE
SISTEMIMI I TYRE

FEle Edit View Go Meszage OpenPGP Tools Help

l-_g-, Get Mail - l:__t"ﬂri‘le Address Book Tag™ Lw Decrypt 3earch &ll messages... <Cirk-K» ye=
| 8 Tnbox | al (-
All Folders 4 P || %4 QuickFilter = B " @& Filter these messoges... <Ctri+F> R
‘Eﬁ_illailllemo@greﬁlhmrl T @ Subject “ From & Date - B
= Ink
“=rnoox -] PGP mail test * Jehnny Cash = 1714
|| Drafts
M Sent
1% Trash
b B | ocal Folders
B DpenP R Unverified signature click on ‘Details’ button for more information Details =
From You'ty [lqy replyl v [liplforward] [;QJ archive [ L) junk [X delete]
subject PGP mail test | ..)J 17:14

to You'id
other actions »

————— BEGIN PGP SIGMNED MESSAGE-----
Hach: SHa1

In this example I have sent myself a new key! Look at the attachment at
the lower end of this window. It is the left one you will want.
Double-click on 1t!

————— BEGIN PGP SIGMATURE-----

Version: GnuPG v1.4.11 (MingW32)

Comment: Using GnuPG with Mozilla - http://enigmail.mozdev.org/

n

1QECBAEBASAGBQINUTXCAACIELZtFFdCaClvBY IALZNVETOLYGO aL /fdautEph
aqfXhYfspGhoeIle3l jAZE4VxEFZZSLFFBEIy IPZYSvueBK fRRLnc INgMoxQeGHWIW
I InTTaChEiw i i tna?0fyY Jua+00Y (CTanal+-NAREn] +01: 220

| (b 20E20AF ascsig

Unread: 0 Totahl 7 B
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SISTEMIMI I CELESAVE PUBLIK

OpenPGP Confirm

e - - -

u

9' The attachrment Dx426820AF.asc’ you are opening appears to be an OpenPGP key file,
y

OpenPGF Alert

Click Tmpert' to mport the keys contzined or 'View'to view the file contents in 2 browser window

The key(s) were successfully imported

gpg: key 426820AF: "Jehnny Cash <maildemo@greenhost.nl>" not changed
gpg: Total number processed: 1
gpg: unchanged: 1
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MESAZHI PAS DEKODIMIT

e ——

File Edit View Go Message OpenPGP Tools Help

& GetMail - [ wite [ Address Book ‘

Tag - =) Decrypt | Search all messages. < Chrl+ B =
| [#, Inbox Q.| -
All Folders 4 P || 9% QuickFiter = g o8 Filter these messages. . <Chri+F> »
s maldemobgrectbostal |y - 8 S = From o e w
-ll;-'l NDoK .
| . c E
| Deafts @ PGP mail best Johnny Cash 17:14
M Sent
1 Trash
I+ W Loczl Folders
E (penpap UNTRUSTED Good signaturs from Johnny Cash < mailderno@ gresnhost.nl= Details - |
open Key I0: 04 26520 AF 7 Signed on: 28-4-2011 17:14

from You'lr

[t reply |-

if-lforwald] |l_ﬁ urchiv:l | Ojunk| [ x H:k:]l
|

cubject PGF mail test

to Yould

@ 1714

other actions -

In this example I have sent myself a new key! Look at the attachment at
the lower end of this window. It iz the left one you will want.
Double-click on itl

_ | Dedd6B20AF.asc

_| ed26B20AF.asC.51g
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FALEMNDERIT

Pyetje?
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