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BITLOCKER

Choose how you want to unlock this drive

[F] Use a pessword to unlock the drive
Passwords should contain upper and lowercase letters, numbers, spaces, and symbols.

Type your passward: I I

Retype your passward: | |

7] Use miy gmart card to unlock the drive
You vl need to msert your smart card. The smart card PIN wall be required when you unbeck the drve,




BITLOCKER

fi Encrypting...

Drive F: 4.6% Completed

How do you want to store your recovery key?

¥ you forget your password or lose your smartcand, you can use your recovery key to access your dr

Wi recommended that you seve your recovery key to a file and print it.

% Save the recovery key to a file

/1, Pause encryption before removing the drive or files on

@ Print the recovery key the drive could be damaged.
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BITLOCKER

This drive is protected by BitLocker Drive Encryption

Type your passwand fo unback this dive

[ Snow paesvenrd charactam a4 | bypa theen

m’l# coempuber from now on
R




BITLOCKER

Unlock this drive using your recovery key
F you don't remamber your passward ar you don't have your smart card, you can use your recovery
ey 1o Unlock the dve.

Yiomur recowvery key wis creabed when BRLoclosr was frst st up. The recovery key might have: been
savad o prinbad., o you might nead ta gat it fram your system adminisiraior [depanding on your
companty’s security policy).

Your mcovery key can be idertfied by: ATADBAAZ

&» Get the key from a USB flash drive

# Type the recovery key




BITLOCKER

=




BITLOCKER

You now have temporary access to this drive

The dmve is unlocked but t will be locked agan f you remove it or tum off your computer,
ou should change your password or your unlocking method by cicking Manage BiLocker.

< Manage BitLocker




BITLOCKER

Select options to manage

@ Change password to unlock the drive
«* Bemove password from this drive
& Add a smart card to unlock the drive

& Save or print recovery key again
& Automatically unlock this drive on this computer




BITLOCKER

Create a password to unlock this drive

You should creste a strong password that uses upper and lower case letters, numbers, symibels, snd
SPACES,

Type your password:

|

Retype your pgaswerd:

|




HARRIMI T FJALEKALIMIT DHE RECOVERY
KEY (PERDORIMI I APP-RECOVERY)

- |
ﬁ Removable Disk (F:)
e Unlock Drive...

Open

Open in new window

Share with »
Open as Portable Device

; Combine supported files in Acrobat...

Scan for threats...

Format... -)

Create shortcut

Rename

PDranartine
Siguria e te dhenave - Seminar
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MBROJTJA E THJESHTE E TE DHENAVE
PERMES KOMPRESIMIT ME FJALEKALIM

Open

Add to VLC media player’s Playlist

Play with VLC media player

1-Zip Add to archive...

Recover deleted files Compress anc
Add to “Files.7

Compressto °F

Share with

Add to archive..,
Add to "Files.rar” Add to "Files.zip

Compress and email... Compress to “Files.zip” and 3

Compress to “Files.rar” and email
Restore previous versions
Scan Files

include in library
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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Achive.

Acchive forma
Compression level
Compression method:

Dictionary size:

Woed size:

Sobd Block size:

Number of CPU threads:

Memory usage for Compressing

Memocy usage for Decompressing

Spit 1o volumes, bytes:

EMERTIMI I KOMPRESIMIT

Update mode
|Add and replace fies

Options
Create SFX archive

Compress shared fles

Encryption
Enter password:

Reenter password:

Show Password

Encryption method:
Encrypt fle names

Siguria e te dhenave - Seminar
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DHENIA E FJALEKALIMIT

Aechive format: |72 v Updatemode:
[Mdmdmpbooﬁu vj
Compressan level: [Namd q
2 Options
: [LZMA 2 [ Create SFX archive

Dictionary size: [15 MB v] [ Compeess shared fles
Soid Block size: (268 - Enter password:
Number of CPU threads 2 v /2

Reenter passwoed:
Memoey usage for Compressing: 192 M8 e
Memory usage for Decompressing: 18 M8 ] Show Password

Encryption method: AES.256 -

["] Encrypt fie names

Lok ] [oocomed J [oteb |
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ALT+0160.

Open

Add to VLC medis player's Playlist
Play with VLC media player
Recover deleted files

Share with

Add to archive...

Add to “FILES.rar”

Compress and email...

Compress to “FILES.rar” and email
Restore previous versions

Scan FILES

Include in library

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Siguria e te dhenave - Seminar



MBROJTJA E THJESHTE E TE D.

General I Sharing I Securty I Previous Versions | Customize

What kind of folder do you want?

qpt'nj'Change Icon for Folder

| Look for icons in this file:
ystemRoot%\system32\SHELL32.dl | Browse...

Select an icon from the kst below:

Siguria e te dhenave - Seminar
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CARD RECOVERY

O Aplikacion i cili ben kthimin e skedareve te humbur nga kujtesa

O Dizajn te thjeshte dhe lehtesisht i perdorshem

e CardRecovery wh. 10 build 0121 [Evaluation Verzionl]

Fila Halp
I CardRecowery
Welrnime | Siep - 1 | Step -2 | Step - 3 || Complete |

Skep Status '
[ welcgeme
Ll set Scan Opbons
[ #erform Full Scan
D Freview & Select

D Seve B Finish

Digital Camera Mems —ard Data Faoo

Siguria e te dhenave - Seminar
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CARD RECOVERY

4 CardRecovery w5. 10 build 0121 [Evaluation Ver=zion]

Fila Halp

I'CIrdltmrr
| Welcome | 5189 - 1 | Step - 2 | Step - 3 | Compiete |
Step Status #
._.',,. Sean Dplbodns

[ welcome
£ Drive Letter

[] Set S Optioees S =
D Serfiprm Full Scan

Fote: The drive which contains your memory cand. Tt is usualy your camera, USE card

D crieviews B Select aader or PC integrated card reader dot. If not appear &= a drive lether? Click bere.
] save & Firish 5] Camera Brand and File Type

[I® Generic Digital Camera |

B Flrhotes | [IMovies/videa Cips J8 [ Sound/jAudio Clips

rote: Your camera brand and the fle types you need to recower, 1F your camera

wand = unbnowen ar not isted, plesse choose "Genenc Digital Camera™

£] Destination Folder
C:WsersiadminDouments'Cardfecovery W0 1-20% [

MOeED LacEDorm IS S5 i

are recovering fles from, or fles may acodentally be owervrithe

reggvered fles, DD NOT sat it on the same drive that you

,_,I,..- Selbect options abowve, then chick “Next” and the scan will start.

B o T T T
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TIPET E SUPORTUARA

1 Photo JPG dhe RAW
 Video AVI, MPG, MOV
dZe MP3, WAV

1 Nuk suporton file te ndryshem (PDF, DOC, etj)

Siguria e te dhenave - Seminar
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HAPI I II SKANIM I SHPEJTE

(1GB=3MIN)

A CardRecovery wh. 10 build 0121 |Evaluation Ver=zionl

Fila Help

’ CardRecovery

| Welcome | Step - 1| 5t -2 | Step - 3 | Complete |

SO © e
[ welceme
- D Drive Letter: D:  File Type to Detect: .JPG/.GIF/BMP/.TIF/.PNG
Selocan Uptne > Storage Size: 126 MB Estmated Completion: 0:00:39
[] perform Full 5can B Sectors Scarned: 57800/253528 Bad Sectors: 0 File Found: 12
O Preview & Select T ]
[ save & Firesh
# Fiename Sze  Property |
@? FileD0O7.0PC 3127296  Shoot Time: 2008-12-16 17:53:21Model: NIKON C
] FileQ008.0PG 2400368  Shoot Time: 2004-12-16 17-58: 23 Model: NIKON [
9 FileD000. PG 2513896  Shoot Time: 2008-12-16 17-53:-26 Madal: NIKOMN [
IEJ.D File0d10.37GC 237977 Shoot Time: 2006-12-16 17:59:03 Modal: NIKOMN C
11 FileD011.0PG 2668544  Shoot Time: 2008-12-16 17:-59:09Model: NIKON [
12 Fle0l12. 3G 2701312 Snool Time: 2008-12-16 17:59: 15Model: NIKOMN L = |
£ L]
Pause | | swp |
1) The found files listed above could be recovered and saved if stopped.
o Yo
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HAPI I III LEJON TE SHIKOJME DHE TE
ZGJEDHIM SKEDARET PER TI KTHYER

gry 5. 10 build 0121 [Evaluation Ver=zion]

| Wielcome | Step - 1 | Step -2 | Step -3 :furrpl:b:_

| Skep Status A

| [ welcoms
o Total 25 files were recovered. You may dhoose files in the below list to previews,

[ set Scan Options [
E Ea Recowersd File List @ Filed00 1.JPG - Fke0dos. PG it
serform Full Scan :

[ Preview & Select
[ save & Frish

r
II...

Byt Moy
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FAZA FINALE

s CardBecovery 5. 10 build 0121

File Halp

I CardRecovery

Step Status

[ welcoms

[A set Scan Opons
[ Perform Ful Scan
[ Preview & Select

[ Save & Finich

| Welcome | Step - 1| Step - 2 | Step - 3| Compiete |

..llr... Recovery Complete
E) Saving Recovered File(s) .

Saving C1'\Users\adminiDooumentsCardf ecovery |0 1-20\Fle0009. PG

| OpenRecoversd Fies Foider |

Siguria e te dhenave - Seminar
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PHOTO REC

A Kthen skedaret e humbur (video, dokumente)
Q Injoron filet e systemit

3{‘9 fp-hotorec_win.exe - Shortcut: w _

PhotoRec 6.12, Data Recovery Utility, May 2011
Christophe GRENIER <grenier@cgsecurity.org>
http://wuww.cgsecurity.org

PhotoRec is free software, and
comes with ABSOLUTELY NO WARRANTY.

Select a media (use Arrow keys, then press Enter):
Disk /deu/sda - 497 GB / 463 GiB (RO) - AMD 2+0 Stripe/RAIDO
>Disk /deu/sdb - 1500 GB / 1397 GiB (R0O) - Seagate FreefAgent GoFlex
Drive ¥Y: - 7751 MB / 7392 MiB (RO) - TSSTcorp CDDUDW SH-S203D
Drive Z2: - 40 GB / 37 GiB (RO) - ATAPI iHBS112 2

PhotoRec - Run as Administrator.
Select the Drive, Proceed and Press
ENTER

Disk capacity must be correctly detected for a successful recovery.
|If a disk listed aboue has incorrect size, check HD jumper settings, BIOS
detection, and install the latest O0S patches and disk drivers.

Siguria e te dhenave - Seminar
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/GJEDHIM PARTICIONET E KUJTESES

 photorec_win.exe - Shortcu l Cﬁ?@ — Sy

PhotoRec 6.12, Data Recovery Utility, May 2011 -
Christophe GRENIER <grenier@cgsecurity.org> 2
|http://www.cgsecurity.org 3

Disk /deu/sdb - 1500 GB / 1397 GiB (RO) - Seagate Freefgent GoFlex

Partition Start End Size in sectors E

No partition 0 0 1 182401 80 62 2930277167 [Whole disk]
> 1 P HPFS - NTFS 6 32 33 26 1 39 415744 [Reformatted

Select Partition, File Opt and Press \
ENTER

[ Search ] [Options ] RIiFRLEAa] [ Quit ]
Hodifg_fgl__}_g”op!:ions 34
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7GJEDHIM TIPIN E SKEDAREVE PER
RIGJENERIM

o - h =naEy X
@phqtprec_wm,exe Shortcut o u L‘—T = J

PhotoRec 6.12, Data Recovery Utility, May 2011 -
ﬂChristophe GRENIER <grenier@cgsecurity.org>
fhttp://www.cgsecurity.org Select the file types to

il . Y _ recover by entering X
jiPhotoRec will try to locate the following files against these.( If by

Rrevioue : default all file types are
mdf Microsoft SQL Server Master Database File

mfa The Games Factory Multimedia Fusion Files selected, press s to
mfq Pro/ENGINEER Manufacturing deselect all, and then
mid MIDI Musical Instrument Digital Interface select the types to
mk5 Custom CAD-CAM recover)

mkv Matroska

ROY, MOU/MD}/S0PLI92/ IPZ Press b to save the
mp3 MP3 audio (MPEG ADTS, layer III, ul) settings

mpg Mouing Picture Experts Group video 9
mrw Minolta Raw picture

mus Finale Music Score

myo Mind Your Own Business

MYI MysSQL (myi/frm)

Lo B e B s B s B e B e B B e B T e B e B W o |
bt et el b bt et b S St d Sl S

Press s for default selection, b to save the settings
> Quit ]

Return to main menu_

Siguria e te dhenave - Seminar
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7GJEDHJA E SKEDAREVE PER
RIGJENERIM

©) photorec_win.exe - Shortcut

PhotoRec 6.12, Data Recouvery Utility, May 2011

IPlease select a destination to save the recovered files.
Do not choose to write the files to the same partition they were stored on.
Keys: Arrow keys to select another directory

C when the destination is correct

Q to quit

Directory H:\workarea\Recover
>ArWXruXrux 0 0 0 24-0ct-2011 09:21 .

druxruxrux 0 0] 4096 23-0ct-2011 21:05 ..

Press C and wait

Siguria e te dhenave - Seminar
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FAZA FINALE E RIGJENERIMIT TE
SKEDAREVE

| @ photorec_win.exe - Shortcut . —Lh:;mc@-ifﬁj ‘
’PhotoRec 6.12, Data Recovery Utility, May 2011 -

Christophe GRENIER <grenier@cgsecurity.org> ‘
.http://www.cgsecuritg.org

Disk /deuv/sdb - 1500 GB / 1397 GiB (RO) - Seagate FreeAgent GoFlex
Partition Start End Size in sectors
1 P HPFS - NTFS 0 32 33 26 1 39 415744 [Reformatted]

fl9 files saved in /cygdrive/h/workarea/Recovery/recup_dir directory. |
Recovery completed.

You are welcome to donate to support further development and encouragement

http://www.cgsecurity.org/wiki/Donation

Recovered

Siguria e te dhenave - Seminar

26



PHOTO REC

[V} : |
| | R < | MP3
f0024935.mov f0055622.mov f0080029.mov f0117168,)pg f0137006,jpg f0190560.mov f0319818.mp3
G A 2
< >
. A Files Recovered
MP3 MP3

f0334286.mp3 f0348291.mp3 t0117168,)pg t0137006,pg

iokb JPEG
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HUMBJA DHE FSHIRJA AKSIDENTALE E SKEDAREVE
FORMATIMI I DISQEVE (KUJTESES)
RI-INSTALIMI I PLATFORMES WIONDOWS

il

RecoverMyFiles v5.1.0(1636) [Professional] )

.& Q . | ) Save Session Q m Lost Fles:, 601 iy . =g @ Q e

i
Start  Save | kLoadSession | Validate Optiors Deleted Fies: 127 | Update | About  Help
| Recovey ] Tools | Help |
[[]Folders | @| File Type | g Deleted [I7) Date [EE] File View (Folders) | (7] Gallery View (Folders)
[ Fie view (Folders) =
B GO0 B Lexar 7B USE E0L.E01 (3) 7 (A2 Filename AZ Exte =

[0 ™My Lost Files (501)
= [ == Partition @83 (3)
C> [0 L Orphaned (0)
= OOy Root {13
Cr [ -. SothSirthday Cake (7)
B [0 L. ArcaftPhotos (5)
C- [ i-a g24 (34)
Cr [ |_y Bomber {51
O i Commercal Planes (1)
C [ |.g F1Holden Photos {108)
C: [ i o Helicopters (22)
C> [0 |4 war Planes (30)
g [ . Animals (8)
i OO -y Architecture (208)
B

Extension IsDeleted  Full Path

ipg Yes Lexar 7GB =
1| i [

108 items Lexar 7GB USE EOLEDI\Partition & 63\Root\Aircraft Ph

m

. (=] Image (Raster) = | oo [ jo | dt oty o+ - Tg@ i

1l

[0 . celebs (2)
C:[ . evw - TEST SEQUENCE (60
C [0 Fsh(s) -
C 0O L. FiHoldenPhotos (108) = . .
. ™ e Facy s Lexar 7GB USE E0L.E01\Partition & 63%\Root\Aircraft Photes\FJ Holden Photos\PE100027.jpg
BT Hold) 55l Display | B Hex = Text
Recover Files: Deleted & Lost files  Options: Default Selected: 0 folders, O files, 0 bytes 00:01:38 .-
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Get

www.geldats.com

RECOVER"MY FILES

Recover Flies

Lost, Deleted,

Emgtied from Recycle bin,
From a program crash
Moce oo

S,

’

Recover Files

Recover 2 Drive

Accidentat format,
Windows remstall,
System testore,

Corrupt or rmessing drve letter

Siguria e te dhenave - Seminar
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RIGJENERIMI 1 SKEDAREVE

Opsioni “Kthimi i skedareve™ konsiston kur:
d Fshijme skedare individuale (file, folder etj)

1 Skedaret fshihen nga viruset & trojanet e
ndryshem

O Aksidentalisht ruajme skedadret me emer te
njejte

 Skedari ka humbur per arsye te ndryshme
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RIGJENERIMI I SKEDAREVE

Recover My Files

Select the drive to search and recover files:

Lol SoeFs  Type

& My Computer
i c Wi Tatd 1191468 NTFS  ATA (Wn)
i [ -] DATA 1 E98.E3GH MIFS  ATA [n)
" DATA 2 898,63 GA NTFS  ATA (Win)

ﬂ Image Files

": Ler FGE USE DOLLOL E: oM Forerasic Imag. ..

8 Ak e

8l ssoran |

Lo Ak Focher |

Siguria e te dhenave - Seminar
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RIGJENERIMI I SKEDAREVE

FPlease select one of the File Recovery options

= Search for deleted files.
" Search for deleted files, then search for selected “Lost File™ types.

i 3 Thes search scans the Operating System recond to quickly find deleted hles,

| tee | | eBox || meas || fewe |

Siguria e te dhenave - Seminar
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RIGJENERIMI I SKEDAREVE

What file headers would you like to search for? (tick a box)

= Egﬁ:‘lﬂnﬂﬂ = | Recovery Speed
B Av1 Mutmedia fie (o)

[¥] & ExEoiL fe [exe sys )

[ [ Tunes suda e (mda md mip mpd)

[l 5 PEG Dxonal Camera fie (30 peg) gl |.

[2] 8] Mecresnft Excel Workshaet (s xla vt o

EI% Meorosadft Exoed Worksheet - 305K [ )

« Very Show

[] Y Mcroscst visrd Dooament [ doc dot asd)
=
[¥] @ T compression Se [.op Jar afr) ]
(W] B} Mcrosoft OfSce _ Guicker
W] v comers .
] ) Pemec
[l el Wiy L

Mioragedt Wiard Destuement « Doc [deo]

|

s 4 O

= Fastest

Find File Exfiersion

Siguria e te dhenave - Seminar
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RIGJENERIMI I SKEDAREVE

}| |Folders & File Type |[ g Deleted Date
g Deleted

== |:| Deleted (2)
= Deleted Files

[F] File View (Deleted)
'l B File View (Deleted)
w3 | AZ Filename

Filename
io8ports.dl
Q inseng.dll
intl. cpl
iologmsg.dll
ipsecsnp.dll
itircl. dll
ipconfig.exe
iphlpapi.dl
imitpki. dll
iepeers.dll
Q iesetup.dl

B

100000000040
BB B BB e BB

Siguria e te dhenave - Seminar
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RIGJENERIMI

I SKEDAREVE

[T Foders [T]eType ] Recovered (]| Dat [ Foders [T)FieType [T Recovered ] Date
il Fie Type v |
5 [0 Ler BUSBEOLEN () : &[] &) Fies by Extenson (37
5[] & Partton @63(3) I Of =0
(]2 Lest and Found () [ @ ASF-WMV-AMA (2) E
5 0 Root(13) : (] &) AutcaoDvis 2
(11 S Birhday Cake 1) [0 4] AutoCad¥F ()
@[] ArcraftPhotas (6 [ %) mi)
B[] Animas (6 [N o ()
B[ Archiectre (209 [0 4] CanonRan 1)
8- [ Celbs (2 (] boct 2
(] £ - TEST SEQUENCE (80) 0% a4
[ e () T REIEE 7
0/81 0/82
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RIGJENERIMI I KUJTESES

Select the drive to recover:
Dol Lol Sire FS T
- B My Computer
- HH-IF’MII WTFDEAK ] SMAG-1G1 0. 119, 24 G8 ATA [SCED '.'wm"
Bc Win Tk 139.14G8 NTFS  ATA (Win) — §
- £l Add RAID
& Hard Disk 3 FUTTTELN BN I0SRAT (000 5368 =8 {5C51) ) ]
55 hetwork: |
&
| aeken |

[ v | ECRR
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Fr — —

RECOVER"MY FILES

i galdata.com

Recover My Files

Please select one of the Drive Recovery options

* Automatic drive recovery. {H.“P:ﬂ'll'l'lll‘ld'_lf.‘l]_]
" Drive recovery using selected file types.

UV This search is pre-configured Lo recover missing fle systems

[comn ) (s> | [ oo ]

Siguria e te dhenave - Seminar
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RECOVER"MY FILES

Folders | g File Type | g Deleted Date

ﬁ Folders *

=[] B TARA .E01(2)
(- [] == FAT Partition @ 32256 [My Book] (2)

Folders | g File Type | g Deleted Date

Bl Folders
= [ B ©HRAW Family Photos.E01 (4)

@ O[] My Lost Files (4565)
> [] [ Recovered FAT Partition @ 38113 (181)

& O[] [ Recovered NTFS Partition @ 63 (4)
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PERSONALIZIMET NE APLIKACIONIN

0

Options

FILE'RECOVERY

o~

Options

Display |Search I Save I Adwvanced

Start Up

Logging
Ewent Loggirg:

Display

wizard on Startup

[Uerbas'.e

Do not show floppy drives A: and B:
[ Show plating in tree views

[ Feset to Defaults ]

[ Help |

o< [ cancet |

Siguria e te dhenave -

Seminar
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PERSONALIZIMET NE APLIKACIONIN

FILE'RECOVERY

4

El Folders * 0
= B[] B FAT32-Photos.E01 (3)

d]F.. &Fl. EH File View... [22] Gallery ...

Gallery View (Folders)

Smaller —00; ; X X X Larger

g -
[]Buff... [] _UN... []Keal... []Afric...

o SR

[]PIGS... [ ] RED... []Tulip... []Purp...

e lo

[ ]Para... [ ]Bottl... [JHydr... [] Dais...

gD... Dat (5] Disk View

B [ ]| | LostFiles {13)
= B [ == Partition @ 63 [NO NAM
®:[ ][ | Orphaned (0}
= @[] Root (4)
= Animals {8)
B[] Agquatic {11)
@[] | Birds (2)
@[] g Flowers (7)
B[] Landscape (3}

[

[]chry... [] Can... []wat... [] Des...

o e o
RS N

T
] Pen... []lemu... [] Pen... []small...

i [ *

Mo file ¢
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PERSONALIZIMET NE APLIKACIONIN
FILE'RECOVERY

erﬁnns u1

Display | Search | saye I Advanced
Lost Files
[ setlost files to a fixed size 1 = |MB
ize: o
Lost files step size: 512 =
Partiion Recowvery
Limit the maximum number of partitions found to: 4 %
Lewvel of partition validation: I L
Lowe High
Type of Filesystem to search for: M MTFS
Ml FaT
] exFAT
¥ HFS

| Reset to Defaults |

Help I Dk I [ Cancel ]
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PERSONALIZIMET NE APLIKACIONIN

FILE'RECOVERY

-

Cptions

| Display I Search | Save | advanced

Sawving
Save with folder information if known
Retain original file date ftimes if known
[ rename file extention to match file signature

[7] save all selected files as one continuous file

Do MOT sawve these
File with a zero length
[7] Directories with no files
[ Deleted Files

[ Reset to Defaults ]

|

QK

) o]

Siguria e te dhenave - Seminar
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PERSONALIZIMET NE APLIKACIONIN

FILE'RECOVERY

Cptions

| Display | Search I Save | Advanced

Lost File Search:
[ Run a Lost File search only
["| Prompt for start block

Orive Access method:

Use SPTI if available

‘ Reset to Defaults |

Help

[

0]4

|| cancel |

Siguria e te dhenave - Seminar
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FALEMNDERIT

Pyetje?

Siguria e te dhenave - Seminar
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Perseritje...
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ELEMENTET KRYESORE QE PARAQESIN RREZIK
TEK APLIKACIONET E SIGURISE SESERVEREVE

Malware - eshte nje aplikacion ge egzekuton veprime te
pa-autorizuara ne sistem.

UViruset - jane aplikacione (pjese te egzekutueshme) ge
kane aftesi unike per perseritje te proceseve jo te
deshirueshme.

UViruset e rrjetit - konsistojne kryesisht ne infektimin
e protokolleve te rrjetit si TCP, FTP, UDP, HTTP etj
UTrojanet - jane aplikacione me gellime jo te mira, ato
i japim kahje destruktive proceseve

Bots - jane skedar egzekutiv te cilat shkaktojne deme
tek proceset.
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[P-TE STANDARDE DHE LLOJET E PROTOKOLLEVE
TE SIGURISE

192.168.1.1 \\ 192.168.0.1 \\ 192.168.2.1
WEP - Wired Equivalent Privacy
WPA - Wi-Fi Protected Access (WPA)

WPA2 - WIi-Fi Protected Access ll
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USER ACCOUNT CONTROL

Parandalon ndryshimet e pa-autorizuara ne
system, dhe ato ndryshime mund te lejohen vetem
nga Perdoruesi-Administrator.

Ben modifikimin e skedareve te sistemit,

instalimin e aplikacioneve me leje te
Perdoruesit-Administrator
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LOCAL SECURITY POLICY

Jane disa rregulla ge ndjek siguria lokale e sistemit
dhe mund ti perdorim per modifikimin e rregullave te
sigurise mbi llogarite, fjalekalimet lokale etj etj.

Me politikat lokale te sigurise, kontrollojme:

Kush po ka akses ne sistemin tone lokal

Cfar burime, perdoruesit e autorizuar po perdorin ne
sistem

Veprimet e perdoruesve (apo grupi) te ruajtura ne nje
skedar ngjarjesh
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3 FAZAT E MBROJTJES SE SULMEVE NE
APLIKACIONET MBI SIGURINE E SERVEREVE

Faza 1 - Parandalimi i thredeve
Faza 2 - Mbrojtja nga thredet

faza 3 - Pastrimi i1 thredeve te infektuar
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(VPN) - VIRTUAL PRIVATE NETWORK

dLejon 2 ose mé shumé rrjete private té lidhen mes tyre
QEshté njé tunel komunikimi i sigurté dhe privat
QdPerdor rrjetin publik (internetin) né vend té linjave t€ dedikuara

QPerdori rrjetin publik me te dhena te enkriptuara
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USER AUTHENTICATION

User Authentication

Proces 1 vertetimit te identitetit te perdoruesve per nje
system te caktuar, e cila bazohet ne digka individuale

User Authentication Protocol

Jane rregulla te procesit te vertetimit (identitetit)
perdoruesve, kemi dy lloje:

0 One Way (fjalekalimet)

0 Two-way
= (Celes Simetrik (Nedham-Shreder, Kerberos)
= Celes Publik (Dening-Sako, Wo-lam)
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MOZILLA THUNDERBIRD

O Eshte ndertuar te punoje me e-mail egzistues dhe jep siguri
me shume (avantazh) se web-page service

O Cdo e-mail kalon permes filtrimit mbi sigurine e e-mail dhe
ofron mbeshteteje mbi privatesine e perdoruesve

O Ben modifikime me e-mail personal dhe krijon nje “alarm”
njoftim mbi bashkelidhjen e dokumenteve para se te dergojme ate

0 Ka te integruara shume 1lloje te bisedave ne kohe
realer(multiple-chat) dhe a mbron ne menyre automatike nga e-
mail te infektuar me viruse

(UNese kemi skedar (file) te medhenj me madhesi, atehere
thunderbirb ben ngarkimin e tyre ne interenet dhe pastaj e
integron ne aplikacion
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FALEMNDERIT

Pyetje?
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