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SISTEMI KLIENT - SERVER

QAplikacioni “Client Server Security for Small and Medium
Business” ofron pasqgyren e rrjetit dhe mbrojtjen e serverit

dintegrimi i CSS ne Microsoft Windows e ben ate me fte
dobishem dhe krijon nje game me te gjeret te mbrojtjes se
serverit nga viruset.

ASynimi i aplikacionit CSS eshte ge te mbroje laptopat,
kompjuteret, paisjet tjera dhe serveret ne rrjete.
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SISTEMI KLIENT - SERVER

@ Internet
1. The Security Server

2. Microsoft Exchange
Server
(not protected by
Client Server Security)

3. Local network

JiL

A. Client/Server

FIGURE 1-1. Client Server Security for SMB Protects Desktops and Servers
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KOMPONENTET KRYESOR
(ANTI-VIRUS) NE CSS

dModeli i viruseve — konsiston ne skedar (file) i cili ndihmon ne
identifikimin e llgjit te viruseve, permabn model unik te biteve dhe
byteve ge sinjalizon prezencen e nje virusi

dMakina kontrolluese — perdor skedarin e modelit te viruseve per te
detektuar viruset dhe rrezige tjera te sigurise ge klientet e sistemit jane
duke u lidhur.

OdModeli i pastrimit te viruseve - kjo ndihmon ne identifikimin e
skedareve Trojan dhe ky model automatikisht i eliminon ato.

dMakina e pastrimit te viruseve — sherbimi i pastrimit konsiston ne
kontrollin e skedareve dhe proceseve trojan ne sistem
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KOMPONENTET KRYESOR
(ANTI-SPY) NE CSS

dModeli spy — konsiston per te detektuar pergjimet ne
sistemin klient-server.

dModeli monitorues | pergjimeve aktive — eshfe e njejte me
modelin paraprak, por ky model perdoret nga makina
kontrolluese per skanimin e pergjimeve ne kohe reale.

dMakina kontrolluese e pergjimeve - Konsiston ne

kontrollimin, detektimin dhe hegjen e pergjimeve nga klientet
e infektuar ne sisteme operative te ndryshme.
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FUNKSIONI I CSS NE MBROJTJEN E
KOMPJUTERIT DHE RRJETIT TONE

ASiguria klient-server eshte sistem ge prefshin apliacione
multi-dimensionale

ASiguria e serverit  shkarkon komponente dhe “policy” ne
menyre ge te jete “"up-date” mbi mbrojtien e sistemit nga
viruset.

dAgjendet e sigurise ne sistemin klien/server — perdorin

kontrollimin e viruseve dhe firewall-at personal per te mbrojtur
sistemet tona nga viruset
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INSTALIMI I SIGURISE KLIENT/SERVER

Trend Micro Client Server Security for SMB

Setup Type
Choose the: setup type thal best suits poul needs. 0’ IB E§ E-

Cick the type of setup vou prefer.

Typiza irstallation & very simvlar to Custom inzstallation, but uzes Trend Micro default values to
conligure the Web server and does not install a proxy seiver.

" Custom Installation

Uze the Custorn hztalation when you reed to configuie pour Web server or you require a prosy
server. Custom installation allows you ta set the irstallation path and port rumber for the
Clent/Sever Secuity Agent.

(nstallSheld

< Back Mext » Cancal
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INSTALIMI I SIGURISE KLIENT/SERVER

Trend Micro Client Server Security for SMB
Server ldentification
) TREND.
MICRO
Type the domain/host namea or IP address (e g.. 'www.company.com' or "122.122.123.123') of ‘Rekomandohet
the target zerver whers Trend Micm Inztallation for SMB will be inztalled. Doma | n name —
Trend Micro recommends wsing an IF addiess when the server has multple netwolk cads and verifikon emrin e
usng a domiain name when the server's IF addiess is sutject to change. .
? % ! serverit
* Doman nane CSM.NoiRealSite.com
19216811 |
" |P Addiess A A.dress D
verifikon ge IP e
serverit jane ne
Target diectory: C:A\Program Filez\Trend Micro\S ecuiity Server Browse I rreg U | |
[rnstallSheld
< Back HNest > Cancal I
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INSTALIMI I SIGURISE KLIENT/SERVER

Trend Micro Client Server Security for SMB
SMTP Server and Nolification Recipient(s] *SMTP sever —
) TREND shembul
smfp.aab.com

Setup the SMTF server for sending all nolifications and reports generated by Trend Micio
Securily Sever.

*Port — zakonisht

SUTP server: 19215812 eshte 25 per
komunikim

Port 75
*Recipients — e-mail
adresa e te gjithe

(Use semicolon'," 10 sepaiate mukipe addiesses 4
For examrple: user]@domain.canuserZ@dzmaincom] kl I en’reve per Te
pranuar mesazhe

dhe raporte nga
< Back HNext » Cancal Serveri | S|gur|m|T

Recipieni(s t Admir@N otFezlSite cord

[nstallSheld
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INSTALIMI I SIGURISE KLIENT/SERVER

Trend Micro Client Server Security for 5HB

Adminigtrator Account Fazsword
) TREND
ICRD

Tppe & pazsword &d conhirm that pazssward in the held provided.

Piotect the Security Server'Weh corscle and client: with password. perm—"m Client/Server Gecutityfor &t

wsers friom modifving vour s2tings or iemoving your clients.

_ Select Components
Security Serser Web conznle @ I?Eﬁl o

Pazzword I

Select the componers o nstal on vour computer.

Conhrm Fazzword: I

Clent/Server Secuity agents:

Fazsword: |

Conlirm Passward: |

InetallSheld

< Back r

Selest Al Cloar Al |

[rrstaflSteld

< Back Next » Cancal |
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PANELI I APARATURAVE NE SIGURINE
KLIENT/SERVER

> Please type your password to access the product console.

Password | r \ ' Log on i

Install Chent/Server Security Agent

Click here to start installing the Client/Server Securty A

Instzalling the dient uzuzlly takes only a faw minutes.

lcons on the Security Dashboard

Click the Help icon to open the online help.

Click the Refresh icon to refresh the view of current

Click the Hidden text icon to display hidden text.

Click the Quick Tour icon to view a tutorial about cur-
rent screen features.

2/
rj SCreen.
+

Click the Information icon to display information per-
taining to a specific tem.

Siguria e te dhenave - Seminar 11



KONFIGURIMI T LAJMERIMEVE

L Antivirus
viruset detektohen ne desktop/server zakonisht 5 here

ne 1 ore

dAnti-spyware
Spyware/Grayware kontrollohen ne desktop/server

15 here ne 1

O Network Virus
viruset e rrjetit kontrollohen 10 here ne 1 ore
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PANELI I APARATURAVE NE SIGURINE
KLIENT/SERVER

L Shafus

Security Dashboard for SME usge iy TREND

o U pd o s + REporis + Preferences | v Help I

Live SEafis

Thersesd SAAILS
[F] Dutheesk Dedense ﬂ- ATl

[F] Anbreires -ﬂ- Fiormal

Syl Halls

E Licesss -ﬂ- Aormmal
[#] updatas -ﬂ- Ficrmal
[F] =y b -ﬂ- Fiormmal

- Y]

et i ped i S0 A0 19T iad N B Uy

ﬂ Harrrad card @i ol e mTEeg E St ried i raed
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3 FAZAT E MBROJTJES

Security Dashboard for SMB

* Duthreak Defanse

Live Status

Security Seltings

Outbreak Defense > Current Status . '
Threat Threat Threat
Prevention Protection Cleanup

Trand Micro Security Serves will autematically deploy a rasponse te a world wide virus outbreak, You will ind tha datails of the threat and the
actions that you must take below. Any action that the system cannot take automatcally will be shown to you in the Vunerable Computer(s) and
Computar(s) Cleanup sections balow,

Last updated: Z006/10/2% 1710642 ¥paefmeh

E prevention

Thraat Tnformation

Threat Alert Typ= Risk Level Delvery Method Vulnerabiley Explorad ALtomatic Response '

- w@ ‘ - Dieabls ' ‘
Date/Time Initialad Date/Time End Autamatic Response Details |
A NA A [

Alat Status of your natmorc

Alert Status for Online Computers

Computer Type Enabled Mot Enabled
Dwnktops/Servers WA oA
Excmmnges secvers oA na ‘

Siguria e te dhenave - Seminar 14



INFORMATA KYESORE MBI
PARANDALIMIN E THREAT

Risk level — niveli i rrezilkut dhe ekspozimi i viruseve

Alert status for online computers — shfag numrin e plote te
kienteve qge kane dhe nuk e kane “enable” alrmin

automartik.

Vulnerable computers — shfag emrat e kompjutereve ne
rmetin fone ge jane te cenueshem nga threade te ndryshme
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INFORMATA MBI MBROJTJEN NGA
THREAT

Security Dashboard for SMB wace (@) TREVWD.

Liwe Stal=w Security Scitingws - OQutbreak Defanss ' Updeteas ] - Regorts ] » Pruefncsncss T s Mulp ]
Oettbreak Defence > Current Status = B~
. '
Threcat Thrcat Threat
Prevention Protection Cleanup
. -

Trend Moo Secunity Sove wil sutometcally degloy @ responee 1o 8 world wide viruzr cwtbresk. You wil find the detads of the threst and the

acthons that you must take Delow. Any scticn thet the systerm carnmot take sizomatcal by wil ba sfcwn to you in the Vdnarsbie Campetaria] and
Coemputarnia] Clanup sectxcns badoow
Lact updateds D06/ 10/2% 144215 T Sadfrash

“_E Frevestion ‘led Alert Emabled

E] erotection for TEST_HMALWARE.A

Solutiom l\nun-k-ad -‘.“atu:

Companent Yersaon Sxanus

Yo dearnuvs tamciete s> Nok dowrlceded yet
Yros cleanuy angine 22-21t 2.980.000Q Oermmioadad

YYos pattern 3A.297.00 Camdasitad
Solotsom Deploymant Status

Conmrputs- Ty pe Up-to-dete Cut-cf-date
Cuaictop'Server = =

Exchanps sanrser 1 qQ

QSolution download status — shfag listen me komponente ge kane nevoje
per “up-date”
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INFORMATA MBI PASTRIMIN NGA
THREAT

Security Dashboard for SMB | acs (Y TREND.

¢ Updates ] « Reports ] « Preterences ] ¢ Help I

“ Owtbreash Defense

SeCwrily Settangs

Owthreak Defense > Current Status |me
Threat Threat Threat
Prevention Protection Cleanup

Trend Moo Secwrity Server wil acomancally deploy & responss to 2 world wide wirus cutbraaic. You wil find the details of the threat and the
AHorS That you MUst take Dalow, Any SCTON That the Spstam C3NNOT take oM ITiCaily wil be 2hawn to you in the Vunerabie Computer(s) and
Computens) Clharup sectons below

Lest updeted: 2008/10/2% 13:99:31 Tamefagh

@-._.._._ “— e AT A !

Secwity Server has scanned pow nabucek with the latest threat cobhticn. See a list of computecs that are szanned Selaon.

Comapter Scanning Status for TEST MALWARE.A

Computer Typ= si:irmed rece Scmred
Damictap ' Server g 2
cechange servar q a

Secwity Serer has acanned PO ratwce k with cthe lateers choeat xo bt on See ot of computecs that are scaaned Selaw.
Computear (Clannup States for TEST MALWARIN.A
Srwmicteiotels &7

3 [ 7 Tokai: 1 Recordle] ¥ ¢ Page: (1 laft » »
om-= 2004/ 10/ 29 16149518 10.3.0.108 sarvers (defauk] IzmT ewr s Clemned sumeasfuly 3
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KOMPJUTERET E CENUESHEM

Click “scan for vulnerabilities now” — siguria klient/server
egzekuton procesed mbi cenushmerine e sistemit:

a) identifikon cenushmerite
b) shfaq cenushmerite

c) raporton cenushmerite
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PASTRIMI I KOMPJUTEREVE

QPastrimi | sistemit nga viruset/trojanet ndodh ne prapavijen e
aplikacionit.

dPastrimi i sistemit konsiston ne keto detyra:

=Detekton dhe largon viruset

=“mbyt"proceset ge viruset i kane krijuar

=Riparon skedaret e sistemit ge viruset kane infektuar
=Fshijne skedaret dhe apliakcionet ge viruset kane infektuar

dPer te gjitha keto detyra “pastrimi” krijohet nga keta
komponente:

=Makina e pastrimit te viruseve

=Modeli i pastrimit te viruseve
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SHFAQJA E GRUPEVE NE RRJETIN TONE

]ﬁ Configure

DHE VEGLAT E SIGURISE

Replicate Settings | |ﬁf—“u:|d Grolp EH-:I-:I ﬁﬁemuue E’NDUE | -El-ﬁeset Wirds Counter

I3 My Company
= Servers (default)

{iﬁl Desktops {default)
bt E TWEXMAILO4

Name =

|8 Th-ARIELKAODL
L8| Tyw-caUCHY

|| T-CEDRICCHEND1
L] TwsmMol

8| TY/-DENISECHEN
| TW/-ELLENCHENI
| T/-HUBERXIONG
L8 Ty~ JERRY WL

L T JHCHANG1

L TY-KEYINYL

L8 Ty-MESHWU

| 8] TY/-MORGANCHENZ
|| Th-SIMONLINZ
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VEGLAT E SIGURISE

Tool

Description

Configure

Configure desktop and server settings at a group level for such
settings as scanning, personal firewall, desktop privileges, and
quarantine directory.

Replicate Settings

Use this tool to replicate configuration seftings from one group
of Client computers to one or more other groups of Client com-
puters.

Add Group

Use this tool to create a new group of Client computers.

Add

Use Add to install Client’Server Secunty Agents to Client com-
puters.

After adding a new Client computer, drag and drop the icon for
that computer to a group of your choice.

Remove

Use this tool to either remove a Client computer or group icon
from the Security Dashboard or uninstall the Client'Server
Secunty Agent from the selected Client computer.

Move

Uze this tool to move a Client computer from one Securty
server to ancther Secunty Server.

Siguria e te dhenave - Seminar
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SUBJEKTET THEMELORE TE
APLIKACIONIT SMB

Malware — eshte nje aplikacion ge egzekuton veprime te
pa-autorizuara ne sistem. C/S SMB mund te detektoje
malware-t ne kohe reale

Viruset — eshte nje aplikacion (pjese e egzekutueshme e
kodit) ge ka aftersi unike per iteracion.
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SUBJEKTET THEMELORE TE
APLIKACIONIT SMB

Viruset e rrjetit — konsistojne kryesosht ne infektimin e
protokolleve si TCP, FTP, UDP, HTTP etj efjNje firewal personal
mund ti identifikoje dhe fti bllokoje keta virusa.

Trojans — eshte nje aplikacion me nje gellim te keqg. Me
dallim nga viruset, trojanet nuk itercionojne proceset, por i
japin kahje destruktive.

Bots — jane skedar egzekutiv ge jane te dizejnuar ge te
bjejne dem ne sistemin e kompjuterave dhe ne rrjet. Bots
separi egzekutohen, mund te perseriten dhe krijojne nje
kopje te tyre ne cdo sistem
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KONFIGURIMET E REKOMANDUARA NE
ANTIVIRUSIN NE KOHE REALE

d“enable” - skanimin ne kohe reale dhe skano te
gjitha skedaret ge hyjne dhe dalin permes klientave

Skanimi i1 skedareve - perdor shpejtesi optimale mbi
skanimin e skedareve te sistemit

dAksioni i thredave te infektuar - “clean all” ose
“delete all” per skedaret te cilat nuk mund te

pastrohen

JAdvanced scanning options - Kontrollon te gjitha
skedaret per infektime ne nje shkalle me te thelle
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PERFUNDIME MBI MBROJTJEN E KOPJUTERIT DHE
RRJETIT NE SISTEMIN KLIENT/SERVER

dPerdor konfigurimet e rekomanduara te Sigurise
Client server

(Mbaje sistemin operative “up-date”

dPerdor fjalekalim te gjate dhe keshilloj perdoruesit
klient te perdorin gjithashtu fjalekalim te gjate

UMbyllo te gjitha aplikacionet dhe sherbimet e
panevojshme, ne menyre ge te reduktojme shancet per
infektim me viruse

dKonfiguro shfletuesin ne nje niel te larte sigurie
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

=
&1 Use public key Implement two-factor

1 . y Change your : Store your credentials
e Authentication \U‘e Strong passwords > passwords regularily e '::;1:3: i "“"h'::s‘::;j: e and keys securily

1. Preferohet fjalekalim MIX

2. Frekuenca e fjalekalimit varet nga perdorimi i tij
3. Rekomandohet te perdoret autentikimi me celes publik

4. Preferohet te aplikohet ndonje nivel me 1 larte sigurie shtese
mbi autentifikimin

5. Mund ta perdorim password manager per ruajtjen e fjalekalimit,
ose i1 ruajme ne dige lokale te koduara me TrueCrypt ose FileVault
(MAC) etj
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

\ Delete unwanted Enforce role
‘%/ Users & groups > useutand groups > separation

1. Kontrollojme listen e perdoruesve dhe grupeve ne server dhe
fshijme ate i cili nje kohe te gjate nuk eshte ne perdorim

2. Nese serveri jone menaxhohet nga nje grup njerezish (IT, web-
development), roli i ndarjes se pergjegjsive do te ishte e
preferushme.
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

2 Remove any ‘
Services & unwanted service and Uimit the 3“‘-‘&:‘ to Secure the services
ackage from your your services when running on your
paCkageS 2 server possible server

1. Konsiston per ta shmang ndonje rrezik sigurie te panevojshem

2. Disa procese duhet te aksesohen vetem nga disa IP-adresa te
reja.

3. Aplikojme praktikat me te mira mbi proceset e serverit
(cPanel, SQL etj)
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

Flle System, Scan your server for
F||es and Set the right Assign the right Monitor the Integrity viruses, rootkits, Encrypt your data
permissions ownership of your file system backdoors and local when needed
directories exploits

Ls

Rekomandohet ti vemi autorizime te gjitha folderave, skedareve dhe
pjeseve te sistemit

Per te mbrojtur te dhenat dhe integriteti e tyre duhet ge te
identifikojme leje (pronen) e perdoruesve te cilet lejohen te lexojne,
modifikojne skedaret.

Per mbrojtje te sistemit kritik, rekomandohet monitorimi i integritetit
te skdareve te sistemit.

Specifikojme sharing “webhosting”, ku perdorues te ndryshem ejohen te
uploud skedar ne te

Kodimi i te dhenave preferohet
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

‘.'.’.:J Ope rati ng Apply the vendor's Keep your software SA&‘::'VI:";:&':::(J: Install your software

= . System and recommanded and operating system sana :s they are only from Trusted

o 4 security best practices up-to-date svailable . Sources and providers
7’ Software R

1. Shumica e aplikacioneve kane menaxhmentin e sistemit, ku mund
te gjejme nje lidhje me rekomandime mbi praktikat me te mira
per instalimin e aplikacioneve

2. Princip baze i cdo infrastrukture ne sektorin e IT
3. Aplikimi i “update per programet dytesore

4. Instalimi me kujdes nga serveret e “dyshimte”
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

secure your ' @ Use an Intrusion
F|rewa|| DS Sccurc your Ensure lh at the ln"ﬂ'-" cture using a Use an Intrusion s},;chnl|z;'°
Infrastructure using a firewall Is running all WAF (Web Application Detection System
and IPS firewall the time Firewalll) when (IDS) when needed swc,'?e(lzse’dwmn
needed

. Mund te zgjedhim midis aplikacionit ose Hardwaret te firewall-
it per te mbrojtur serveret

. Per ta mbajtur te mbrojtur gjate gjithe kohes serverin, duhet
ge gjate gjithe kohes “firewall” te jete i egzekutuar

. Rekomandohet ge te perdorim WAF (Web Aplikacionin Firewall) per
ta mbrojtur infrastrukturen e server/klientit.
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PRAKTIKAT ME OPTIMALE PER NJE
SIGURI TE QENDRUSHEM NE SERVER

7> Secure code

Itg ate the secure \
coding best practices

toyo r development
processes

Regular Audits
& Vulnerablllty
scans

Auddtyoutserv rsand\
Scan your server for
_ check the logs > vulnerabilities

regularity

g>

Ens ’t your data
s bac kcd up regularily
" and securily

.

Sigu
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FALEMNDERIT

Pyetje?
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