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PERMBAJTJA

d UAC - User Account Control
d Local security policy
d Policy of password

d User rights and permission
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UAC - USER ACCOUNT CONTROL

USektor i sigurise e cila parandalon ndryshimet e pa-autorizuara
ne sistem

UNdryshimet duhet te lejohen nga administratori

UModifikimet te cilat ndikojne ne perdoruesit tjere, modifikimin
e skedareve te sistemit, instalimin e aplikacioneve te reja etj

! User Account Control @

Do you want to allow the following program to make

changes to this computer?

| :"-| Program name:  UserfccountControl5ettings
:‘! Yerified publisher: Microsoft Windows

(v) Show details Yes || No

Change when these notifications appear
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ALGORITMI UAC

Application

|s== launches as = "Yeg! e~

administratar

Application is
ﬁ- closed and

ad ministrataor
privileges are gone.

How UALC Waoarks

Application wants

y o run & receive

®* administrative
PEFMIssIans

UALC initiates
P elevation

prompt to user

Uzer feedback

&reques.red. Elevate

PErmissions to
administrator?
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CILAT NDRYSHIME HYJNE NE UAC

Egzekutimi i aplikacioneve si administrator
Ndryshimet e skedareve te sigurise se sistemit
Instalimi dhe fshirja e “driver” dhe aplikacioneve
Ndryshimet brenda Windows Firewall

Shtimi dhe fshirja e llogarive te perdoruesve
Ndryshimi i kohes dhe dates ne sistem

Ndryshimi i kontrollit familjar ne aksesin e te dhenave
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UAC

Control Panel (1)
|P' Change User Account Control settings

Choose when to be notified about changes to your computer
;D See more results

Tellm r ik nt Conirol

| uac )
Always notify

ny Matify me anly when apps try to make chamges to my
conmpiter [deFailt]

#®  [Don't notify me when | make changes to Windowes
settings

) FRecommended if you wse Familiar spps and visit

farnilias websibes.
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NDRYSHIMI MIDIS NIVELEVE UAC

'-|.'.!|:.: “ltlll':.

Pt notih

O Always notify — kerkohet leja e administratorit per te bere
ndryshime ne aplikacione dhe eshte niveli me i larte i sigurise ne
UAC

O Notify me only when programs/apps try to make changes to my
computer - Ky eshte niveli “default” dhe simulon me pak siguri
sesa niveli | pare. Ky nivel shfag “leje” kur deshirojme te krijojme
ndryshime

O Notify me only when programs/apps try o make changes to my
computer (do not dim my desktop) - eshte i njejte me nivelin
paraprak, vetem se mund te kemi interferime midis aplikacioneve

O Never notify - Ne kete nivel, UAC ershte i fikur dhe nuk siguron
ndonje mbrojtje kunder sistemeve te jo-autorizuara per ndryshme.
Me kete nivel eshte shume lehte ge aplikacionet e ndryshme te

infektojne
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KONTROLLI FAMILJAR I LLOGARISE

E?Eé Iqﬁ b Control Panel » All Control Panel Iterns » Parental Controls

File Edit Wiew Tools Help

Control Panel Home
Choose a user and set up Parental Controls

fWhat can I do with Parental Controls?

Game Rating Systems

U=ers

Krenar.Kepuska
Computer administrator
Password protected

If wou want to apply Parental Controls to someone who isn't in this list,
create a new user account for them to use,

Why do I need an account for this?

ECreate a new user account

Addtional controls

If wou want to use additiconal features like Web Filtering and Activity
Reporting on this computer, you need to install additional controls.

How do I install additional controls?
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KONTROLLI FAMILJAR

Set up how Test will use the computer

Parental Controls: Current Settings:
@ On, enforce current settings  ——
: Test
= ':I_,H_'
Standard user
: : Mo Password
Windows Settings \
[y [melimits Time Limits: Off
Control when Test uses the computer
Game Ratings: Off
@3 Games
“@ Control games by rating, content, or title Program Limits: Off

[
=1,

Allow and bleck specific programs
Allow and block any pregrams on your computer

+

M.Sc. Eng. Krenar Kepuska - S.DH.



LOCAL SECURITY POLICY

file Action View Help
L ol Al 2 HERN 7 B

) Security Settings Name Description
& :‘l fextunt Policies @ Account Policies Password and account lockout policies
: 9 :'JO-:\‘::::::::MII with Advanced Security ."Q‘I.ocal Policies Auditing, user rights and security options policies
j Network List Manager Policies _, Windows Firewall with Advanced Security  Windows Firewall with Advanced Security
» 23 Public Key Policies ’ Network List Manager Policies Network name, icon and location group policies,
» . Software Restriction Policies SAESS: Ny Roves
» 2 Application Control Policies I Software Restriction Policies
» 8, 1P Securty Policies on Local Computer ~I Application Control Policies Application Control Policies
. ) Advanced Audit Pelicy Configuration S IP Secunty Policies on Local Computer Internet Protacol Securty (IPsec) Administration. Manage [Psec policies...

~ Advanced Audit Poficy Configuration Advanced Audit Policy Configuration

0 Local Security Policy konsiston ne zbatimin e shume sistemeve:
Perdorues dhe Sigurine e tyre
Politikat e fjalekalimit
Te drejtat e perdoruesve etj
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POLITIKAT LOKALE TE SIGURISE

S =2 <]

Twpe the name of a program, Folder, documenkt, or
Internet resource, and YWindowes will open ik For wou.

= [ ecpol.msc v]

:

g

| OK {%J | cancet | | Browse... |

User Account Control

el

@ Windows needs your permission to continue I

¥ you started this action,. continue.

|= *I Microsoeft Management Conscle
PMicrosoft Windows

\__" Details [ Contin":e ' [ Cancel ]

User Account Control helps stop unauthorized changes to your computer.
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MODIFIKIMI I POLITIKAVE TE

FJALEKALIMIT

&9 [ l‘@@

@ SeCUrty Settings
=8 Account Policies
8 Password Policy

8 Account Lockaut Paliy |

¥4 Lacal Polces

%] Public Key Paliies

] Software Restriction Palc
t g IP Security Policies on aneii

ot hiskory
Masimum passwnrd e
Minirnum password age
Minimum passward length

Password must meet complexty requirements

Stare passward sing resersible encryption For &ll users,.,
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SecUrty Sething

(I passwards remen, .
42 days
0 days

0 charackers
Disabled
Disabled
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POLITIKAT E FJALEKALIMIT

*Enforce password history - Sa fjalekalime pasues-perdorues ruhen (zakonisht 3-5)
Maximum password age — sa gjate mund ta mbajme te njejtin fjalekalim

Minimum password age - zakonisht eshte 0 (nese = 1 duhet brenda 1 dite ta
ndryshojme fjalekalimin)

*Minimum password length - zakonisht eshte 8, preferohet 12
*Password must meet complexity requirements — perdorimi i simboleve ose frazave

Store passwords using reversible encryption - kujdes!!l Nese e bejme”enable” te
gjithe perdoruesit mund te bijne viktime e “*hacker”
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BLLOKIMI I LLOGARISE

B secuty eting Policy ' Securty Setting

‘g ﬁccount Policies. 4| Account lockout duration Not Applicable
; “A sisplabic : 4 Account lockoet threshold 0 invalid logon attempts
[ 4 Accm.u?t b 1/ Reset account lockout counté? after Not Applicable
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POLITIKAT E NGJARJEVE (PROCESEVE)

«Audit account management - Ruan ngjarjet e krijimit dhe ndryshimet te llogarive te
perdoruesve. Tick Success and Failure.

*Audit directory service access - € lejme standarde No auditing

*Audit logon events - gjithmone tick Success dhe Failure. Kjo ruan te gjith tentim hyrjet
ne sistem.

*Audit object access - € lejme standarde No auditing. Ne te kundert krijohen dosje me
aksesimin e folderave, printerave efj.

*Audit policy change - - gjithmone tick Success dhe Failure. Na Iejon ndryshimet e
aksesimit te perdoruesve.

*Audit process tracking - - e lejme standarde No auditing. Ruan ngjarjet e te gjitha
provceseve te te gjitha aplikacioneve

«Audit system events - gjithmone tick Success dhe Failure. Ruan ngjarjet e fikjes dhe
startimit fe sistemit.
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SIGURIA BAZE E POLITIKES LOKALE

' ' A
3 Uty Setings Doy Securty Seting
: Eﬁ e P?h(l&S o Account: Admintator account ttu Not Applicable
4 . Local Policie . .
9y o0 -@ Accounts: Block Microsoft accounts Not Defined
udt Pol .
"é , ; , . Accounts: Guestaccount sttus Not Applicable
) .4 User Rights Assignment
3 Accounts: Limitlocalaccountuse of bk passwordsto consollogon oy Enable
) 4 Securty Otions - -
8 Wit Erml it i o .1 Accounts: Rename adminctator account ' Administrator

M.Sc. Eng. Krenar Kepuska - S.DH. 16



TE DREJTAT E PERDORUESVE

T Local Securty Folc

ble  Achen Mew Hep

Jy Security Sestings
_a Account Pelicies
4 _a leal Poices

{ Avdit Policy
_3 Uses Rights Aszignment c

a Security Options

| Windows Fitewall with Adhvanced Security

_ Network Lzt Manager Policies
) Publc Key Polizies
| Seftware Restriction Polcies
| Agplication Control Policies
B 17 Secury Policies on Local Computer
1 Advanced Aust Pelicy Conliguration

'r Pelicy

- Access Credential Manager a5 3 trusted caller
Access this computer from the netwark
Act 35 part of the operating system
Add workstetiors to domain
Adjust memory guctsy for a proceny

Al feg on Jocally

Allow leg on threugh Remote Deshtop Services

. Back up fles and directones
Bypazs traverse checking

. Change the syztem time
Change the tme zone

- Creste o pogefile
Create o lcken object
Create global cbyects
Create permanent shared olyects

. Create symisalic links
Debug peograms
Deny sccess to this computer from the network
Dery log on a3 8 batch job

Narrs lum re 4s o somivre

SevenForums.com |

Securty Setting

Everyone, Adminstretors Users, Backup Cperstors

LOCAL SERVICE NETWORK SERVICE Adminnteatory

Jemwware Guest Adminusteatoes Users, Bachp Operaton

Admeistratees Remete Desktop Usess

Admirstratons Backup Opertors

Everyone LOCAL SERVICE NETWORK SERVICE Administrators, Users Backup Operatars
LOCAL SERVICE Adminutrators

LOCAL SERVICE, Administrators Users

Admiratraters

LOCAL SERVICE NETWORK SERVICE Adminttsators SERVICE

Admivestratees

Admrestraters

Guest
*5-1-5-20-4087585203-151791 5050- 2030843363 -1 002, HomeGroypUser§
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TE DREJTAT E PERDORUESVE

Local Security Setting | Explain ]

Shut down the system

Administrators

Users

— SevenForums.com—

Backup Operators L
BRINK-PC\User-Name Select this object type:

Users or Built4in security principals

fmtre oo SG@yen Forums.com

Enter the object names to select (examples):
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MODIFIKIMI T AUTORIZIMEVE TE

Tgst »

SKEDAREVE

Open
Add to VLC media player's Playlist
Play with VLC media player

Add to Windows Media Player list
Play with Windows Media Player

o

Cut
Copy

Create shortcu
Delete
Rename

Properties
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MODIFIKIMI T AUTORIZIMEVE TE
SKEDAREVE

O Lista e te gjithe perdoruesve te cilat jane te regjistruar ne PC

O “Administrators” ka shume autorizim per te gjithe sistemin

General | Sharing | Security | Previous Versions | Customize

Object name: C:\Users\Flo\Desktop\Test

GI’OUp or user names:

2. Flo (Flo-PC\Flo)
82, Administrators (Flo-PC\Administrators)

To change permissions, click Edit. Edit.__
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MODIFIKIMI I AUTORIZIMEVE TE
SKEDAREVE

Permissions for SYSTEM Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

For special permissions or advanced settings,
click Advanced.

Advanced

Allow SYSTEM Full control C:\Users\Flo\ This folder, subfolders and .

Allow Administrators (Flo-PC\Ad...  Full control C:\Users\Flo\ This folder, subfolders and ...

Allow Flo (Flo-PC\Flo) Full control C:\Users\Flo\ This folder, subfolders and ..
Change Permissions...
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MODIFIKIMI I AUTORIZIMEVE TE

SKEDAREVE

Permissions for Administrators Allow Deny
Full control V] |~
Modify V] E B
Read & execute [v O (B
List folder contents
Read B =
Lar o1 [

Learn about access control and

Effectve permissions:
O Create files / wnle dala
0 Create folders / append data
O Write atiibules
B Write exdended atiribules
O Delate sublolders and fles
O Delet
O Read
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FALEMNDERIT

Pyetje?
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