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CFARE ESHTE (VPN)

O VPN - lejon 2 ose mé& shumé rrjete private té lidhen mes tyre
O VPN - éshté njé tunel komunikimi i sigurté dhe privat
O VPN - perdor rrjetin publik (infernetin) né vend té linjave t€ dedikuara

O VPN - Perdorin rrjetin publik me te dhena te enkriptuara

Cable or OSL

FModerm
E _re

mecure connection between worls and your homme compute Computer
over the Internet using a VP
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KODIMI I MESAZHIT PERMES VPN

Protected Site ,
Sending the Message Protected Site
Receiving the Message

al

FAY
$100 Plaintext y
, Message PAY
Alice Plaintext Unprotected but S100
Message Unreadable Bob

Ciphertext Message
"y9_nb%wvd" -

—— Encryptor

Encryptor

O Mbron fjalekalimet nga nderhyrjet e sistemit

O Bllokon perdoruesit e jashtem (lejon vetem mesazhet e koduara)
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SI FUNKSIONON VPN???

O VPN Klient dhe VPN Server (hardware ose software)

1. Lejon tunelet VPN té konfigurohen

. Authentifikon nyjen tjetér teé njeé lidhjeje VPN

3. Ruton té dhénat e marra nga rrjeti i vet lokal tek tuneli
VPN

4. Kodon teé dhéenat né tunelin VPN dhe 1 enkapsulon ato ne
paketé IPSec

N

5. Bén de - kodimin paketés IPSec e marré nga tuneli VPN dhe
bén dekodimin e té dhénave

6. Ruton té gjitha té dhénat e marra nga tuneli né rrjetin
lokal(LAN)

7. Lejon tunelet VPN té menaxhohen
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KOMUNIKIMI ME VPN

Network-Network - dy subnete jané lidhur me njéri-tjetrin
duke pérdorur tunel VPN, ku cdo subnet duhet té
konsistojé né njé gateway/router dhe njé host.

Host-Network - pérdoret kur njé nga subnetet gé do té
lidhet konsiston né nje host té vetem.

Host - Host - pérdoret kur ne duam té vendosim njé tunel
té sigurté ndérmjet dy hosteve gé 1 takojné dy rrjeteve
té ndryshme.
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KONFIGURIMI I VPN

VPN -Notepad | A =M
; ; ; r_E Save Az -
File Edit Format VYiew Help J

Ruajme skedarin me Prapashtesen *.pbk OO¢|- Desktop

- i
-
v |4 LSemrh Desktop e
T

Organize Mew folder B - @
¢ Favorites ~ [5Libraries
M Desktop A Krenar Kepuska
& Downloads - 1M Computer
“El Recent Places | € Network
o C++
4 Libraries — .. Hyrje ne Teknologjine Digjitale
@ Documents | SIGURIA E TE DHENAVE
J’ Music
[ Pictures
m Videos Il
File name:  VPN.pbk -
Save as type: | Text Documents (*.td) ']
' Hide Folders Encoding: |ANSI | sawe || cancel |

L] —
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KONFIGURIMI I VPN

— - =

'i\_f‘;" jf} Set up a new connection -— - —

How do you want to connect?

< Broadband

Connect through a D5L or cable modern.

= Dial-up
Connect through a dial-up modem or 150N,

< Workplace network

Connect to your workplace using a virtual private network (WPN) connection over the Internet,

Cancel
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KONFIGURIMI I VPN

&VPN BOOK VPNBook Free VPN Free )

NEWSs aCCoOuUnis pProxy

. - T e .""“.'l"“‘_'"‘ I S e e e S e S -
No Registration Reqguired! —— Surf the Web anonymous!
— " 4 Y

Free OpenVPN and PPTP VPN

Choose your preferred VPN type below for access detaiis. No registration or sign-up is required!
NEWS PPTP OpenVPN Dedicated VPN

Free PPTP VPN Account (Easy to setup, noc need tc download any software, works with all
Windows, Mobile and PS3 Devices)

= Server#1:

= Server #2: euro213.vpnbook.com

= Server #3: usl.vpnbook.com {US VPN - optimized for fast web surfing; no p2p downloading)

= Server #4: us2Z.vpnbook.com (US VPN - optimized for fast web surfing; no p2p downloading)

= Server #5: cal.vpnbook.com (Canada VPN - optimized for fast web surfing; no p2p downloading)
= Server #6: uki88wvpnbookcom (Retired)

= Username: vpnbook

= Password: ShuyaSta

= More servers coming...
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KONFIGURIMI I VPN

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: eurcl95.vpnbook.com
Destination name: VPN eurol95|
Use a smart card
|

| Net || Cancel
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KONFIGURIMI I VPN

Uzer name;

Paszsword:

[¥]iRemember this passwuni

Domain (optional):




KONFIGURIMI I VPN

= VPN eurc195 Properties

| General | Options | Security | Netwarking | Sharing|

Type of WPN:

| Point to Point Tunneling Protocol (PPTF) -
Advanced settings
Data encryption:
[Hequire encryption {disconnect if server declines) v]
Authentication

i) Use BEdensible Authertication Pratocal (EAFP)

Properties

i@ Allow these protocols

[] Unencrypted password (PAF)
Challenge Handshake Authertication Protocol (CHAP)
Microsoft CHAP Version 2 (M5-CHAF v2)

[] Automatically use my Windows logon name and
password (and domain, i ary)

| ok || Cancel

)

C )

K« Metwork Connections | %=
Choose a network connection:
| VPN euro195 v
[ Connect... ] [ Properties ] [ Mew... ] [ Close ]
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TOPOLOG]JIA YLL

O Ka njé piké té vetme déshtimi -
nése hub-i bie, atéheré te gjithe
212 sitet nuk komunikojné dot mé me
187 106 2z njéri-tjetrin.

Site 6
192.168.6.0/24

 Nése performanca e hub- it éshté
e ulet ateheré edhe performanca e
té gjithe lidhjeve VPN do té jeteé
e tille.

Site 1
192.168.1.0/24

Site 5
192.168.5.0/24

Site 3

192.168.3.0124 O Dy nyje gé gjeografikisht mund

té jené shumé afér njera-tjetreés
=S sérisht duhet te komunikojne
b pérmes hub -it.
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TOPOLOG]JIA FULL MESH

O Nuk ka mé vetém njé pikeé
déshtimi. Site-t nuk
kounikojné mé me njé hub
géndror pér té vendosur
lidhjen me njé site tjetér

O E gjithée performanca e
sistemit nuk éshté e varur
vetém nga njé pike

O Site ge ndodhen
gjeografikisht prané njéri-
tjetrit mund té komunikojné
direkt
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PROTOKOLLET VPN PER KODIM

IPSec - siguron algoritma té fuqishém enkriptimi dhe
mé shumé autentifikim. IPSec ka dy modele
enkriptimi:tunel dhe transport. Tunel enkripton kokén
dhe payload-in e cdo pakete nderkoheé gé transporti
enkripton vetém payload-in.

OPPTP/MPPE - PPTP suporton multi-protocol VPN me
enkriptim 40 bit dhe 128 bit duke pérdorur njé protokoll
té quajtur MPPE (Microsoft Point-to-Point Encryption)

UL2TP/IPSec-zakonisht i quajtur L2TP mbi IPSec,kjo
siguron siguriné e protokollit IPSec né tunelimin e
shtresés se dyté té protokollit té tunelimit(L2TP).
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VPN SERVER NE NJE FIREWALL

192.168.1.0/24

Inf;rnet 1

O Firewall-i lejon akses té jashtém
pér né internet dhe pengon akses te
brendshém nga interneti

O Shérbimi i VPN-sé enkripton
trafikun pér klientin ose rrjetin
nélargéesi

0 Ne kemi vetém njé piké pér té
kontrolluar siguriné toné, gé do teé
thoté me pak makina pér té manaxhuar.

O Duke gené se ne kemi vetém njé pikeé
nga ku mund té kontrollojmé sigurine
toné duhet té sigurohemi gé kjo makiné
éshté ne nje siguri maksimale.
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LIDHJA E VPN SERVER PARALEL ME
FIREWALL-IN

Tafiku VPN nuk do té kalojé pérmes
192.168.1.0/24 firewall-it késhtu gé nuk éshte e
nevojshme té konfigurohet firewall-i pér
té suportuar paketat VPN.

Nése njé server VPN éshté shume 1
ngarkuar ne mund té shtojmé makina té
tjera dhe té shpérndajmé lidhjet VPN gé
mund té vendosen.

192.168.1.1

v Serveri yné VPN éshté i lidhur direkt me
-é;;;ﬁ\ o interntin, késhtu gé ne duhet té
sigurohemi gé kjo makiné éshté e
siguruar, pérndryshe njé sulmues mund té
aksesojé rrjetin toné té brendshéem.

208.8.8.7

192.168.1.13

_ nternal Networ R Vendosja e njé serveri tjetér dhe e teé

icago.example.com .o od . - 0 o o .o
gjithe stafit té lidhur meté rrit shumé
koston
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VENDOSJA E SERVERIT VPN PAS
FIREWALL-IT

Avantazhet:

VPN éshté e gjitha e
mbrojtur nga internti
népérmjet firewall-it

Eshté vetém njé makiné pér
té kontrolluar té gjithe
aksesimin nga dhe pér né
internet

Y S Te gjithe kufizimet pér
tT, trafikun VPN jané lokalizuar
Mooy vetém tek serveri VPN i cili
e bén meé teé thjeshte
shkrimin e rregullavea
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AVANTAZHET VPN

USiguria : té gjitha té dhénat jané enkriptuar duke pérdorur njé
celes prej 168 bitesh

UKostoja : zévendésimi i linjave té dedikuara té cilat jané shumé
té shtrenjta e ul shumé koston.

UShkallezueshmeria : kostoja e njé organizate qgé pérdor linja teé
dedikuara fillimisht mund té jeté e arsyeshme por mund té rritet
né ményré eksponenciale me rritjen e organizateés.

UVPN-ja gé pérdor internetin mund ta evitojé kété problem. Duke e
krahasuar me linjat e dedikuara VPN-ja ofron njé hapsire globale
mé té madhe.

UFleksibiliteti : pothuajse i gjithé trafiku IP mund té rutohet
peérmes VPN-seé.
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DISAVANTAZHET E VPN-SE

AVPN-t€ kérkojné q& ceshijet e sigurisé s& rrjetit publik,
internetit 1€ kuptohen né detaje dhe né brendési.

ADisponueshméria dhe performanca e njé organizate wide-
area VPN varet nga faktoré ge jané shume larg konftrollit 1€
organizatés.

dTeknologjité VPN nga prodhues té€ ndryshém mund té€ mos
punojné dot miré sé& bashku.

AVPN-ja ka nevojé pér protokolle té fjeré pérvec protokollit IP.
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KONFIGURIMI I WIRELESS ROUTER

= & et

New Tab Page x \_
X & [ 192.168.1.1
Aut

The

pass

192.168.1.1 \\ 192.168.0.1 \\ 192.168.2.1

R - x
hentica Require
requires a use n
e server
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KONFIGURIMI I WIRELESS ROUTER

Authentication Required

The server http://192,162,1.1:30 requires a username and

password, The server says: index.htm,

User Name:

Password:

admin

Authentication Required

password. The server says: index.htm.

Log In

Password:

Cancel
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User Name:  admin

XXX AARR

The server http://192.168,1.1:80 requires a username and

Log In

Cancel
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KONFIGURIMI I WIRELESS ROUTER

= Site contents
B Operation Mode

Basic Settings
Advanced Settings
Secunty

Access Control
WDS settings
Site Survey
EasyConfg

Disable Wireless LAN Interface

Band:

Mode:

Network Type:
SSID:

Channel Number:

Associated Clients:

AP

- TT

24 GHz (B+G) | »|

w

a
1 e
AU |

Show Active Chents |

Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface:

Reset

Apply Changes
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KONFIGURIMI I WIRELESS ROUTER

== Site contents

B Operation Mode Authentication Type: Open Svstem Shared Koy @ Auto
&

B Basic Settings Fragment Threshold: 2346 (256.2346)
= Advanced Settings RTS Threshold: 2347 (0-2347;
Secunty
B Access Control Beacon Interval: 100 120.1024 ms}
B WOS settings e
B Site Survey Daea Rate: Auto | |
B EasyConfig Preamble Type: 9 Long Preamble Short Preamble
: 'T: ﬂPHSettmgs Broadcast SSID: 9 Enabled Disabled
irewa
i Management © Enabled Disabled

9 Enabled Disabled

9 100% 0% 23% 10% 5%

@ Auto Always Off
wotk with Realtek product.
Apply Changes Reset
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Note: “Alwavs” may have compatibility issue. “Auto™ will only
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KONFIGURIMI I WIRELESS ROUTER

*= Site contents

B Operation Mode

o
Basic Settings
Advanced Settings
Secunty
Access Control
WODS settings
Site Survey
EasyConfig
CPAP Settings
irewall
anagement

&
@
&
8
]
&
B
T

L
. F
L

=

Wireless Security Setup

Encryption:
Use 802
WPA Authe
: B WPA2
WPA Ciphe WPA2 Mixed
WPA2 Cipher Suite:

WEP

ATD A
‘l '.'pﬁ

Pre-Shared Key Format:
Pre.Shared Key:

Enable Pre-Authentication

Authentication RADIUS Server:

M.Sc. Eng. Krenar Kepuska - S.DH.

WEP 6dbuts

Enterpnise (RADIUS)

Port 1

AES
AES

IP address

PA byusing
your wireless network

WEP 128bats

Personal (Pre-Shared Kev)

Passwor
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KONFIGURIMI I WIRELESS ROUTER

= Site contents

B Operation Mode

&
Basic Settings
Advanced Settings
Secunty
Access Control
WODS settings
Site Survey
EasyConfig
CPAP Settings
rewall
anagement

£
]
&
|
B
B
B
-

=
. F
L

=

Wireless Security Setup

This page allows you setup the wireless secunty, Tum on WEP or WPA by using
Encryption Keys could prevent any unauthonized access to your wireless network

Encryption: WPAZ Mixed =/ et WEP Key
WEP 64bits WEP 128buts
Enterpnise (RADIUS) '@ Personal (Pre-Shared Kevy)

WPA Cipher Suite: 7! TKIP AES

Use 802.1x Authentication
WPA Authentication Mode:

WPA2 Cipher Suite: TKIP VY AES
Pre-Shared Key Format: Passphrase v |
Pre.Shared Key:

Enable Pre-Authentication

Authentication RADIUS Server:
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KONFIGURIMI I WIRELESS ROUTER

= Site contents
B Operation Mode
& Wireless
B Basic Settings
B Advanced Settings
B Securty
B Access Control

B WDS settings
B Site Survey
B EasyConfig
M TCPAP Settings
W Firewall
[

Password Setup

This page 15 used to set the account to access the web server of Access Pomt. Empty
user name and password will disable the protection

User Name:

New Password:

Confirmed Password:

Apply Changes Reset
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SFONDI KRIPTOGRAFIKE WEP

40-bit WEP key ] 24
64-bit RC4 l
+ — # Eeae.. | F & RC4- - . R4 keystream
(as long as frame + ICV)
:24_:—bit:tV A _J __________ Ciphered frame + Icv
T il e
Frame IV header '
- header {4 bytes) F_CS _
' Clear Il Encrypted IL Clear -

*QEllimi i njé IV, i cili transmetohet si plain text, éshté g& té parandalojé
pérséritjet, por njé IV 24 bit nuk éshté i gjaté mjafteshém pér ta siguruar
kété né njé rrjet t&€ ngarkuar

Pér njé IV 24 bit, ka 50% mundési gé e njéjta IV té pérséritet pas 5000
paketash
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KARAKTERISTIKAT E WEP

AQEllimi kryesor i standartit WEP ishte ti bénte rrjetat wireless po aqg té
sigurt sa rrjetat me tela.

dCelésat e sigrisé g€ pérdoren aktalisht nga WEP jané 128 dhe 256 bit.
AWEP pérdor shifrat

ARC4 pér sigurimin e konfidencialitetit dhe metoden checksum CRC-
32 pér integritetin

Q Standarti WEP 64 bit pérdor njé celés 40 bit, i cili éshté i lidhur me njé
vektor inicializues 24 bit (IV) pér té formar celésin e trafikut RC4
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STANDARTI WPA
(WI - FI PROTECTED ACCESS)

Pér tu dhéné zgjidhje kétyre problemeve, WPA pérdor dy protokolle t&
standartit 802.11i.

Temporal Key Integrity Protocol (TKIP)

Ky protokoll u dha zgjidhje problemeve né lidhje me enkriptimin dhe
integritetin e frame-it né WEP. Protokolli TKIP pé&rdor algoritmin fillestar té
enkriptimit RC4 por i shton njé funksion i cili krijon njé celés pér cdo frame,
pér té€ shmangur sulmet ndaqj celésave t€ dobét né WEP

802.1x Port Based Authentication

Ky protokoll ishte dizenjuar pér té siguruar njé framework i cili lejon paijisjet
e lidhura né njé mrjet gé fillimisht t& autentikohen para se tu jepet e drejta e
aksesit.
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FALEMNDERIT

Pyetje?
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