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FIREWALL

Firewall (muri brojtes) — software (hardware) ge konftrollon informacione
nga interneti ose rrrjeti lokal dhe pastaj lejon shfrytzimin e tyre ose
bllokimin e tyre, varesisht nga konfigurimi jone i firewall-it.
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KONFIGURIMI I WINDOWS FIREWALL

@61|ﬂ ¢ Control Panel » All Control Panel terms » Windows Firewall

- | 4f| | Search

File

&

&
]

Edit View Tools Help

Control Panel Home

Allow a pregram or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults
Advanced settings

Troubleshoot my network

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network,

How does a firewall help protect my computer?

What are network locations?

. r@' Home or work (private) networks

Connected -"*-

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

Motification state:

. “@' Public networks

On

Block all connections to programs that are not on the
list of allowed programs

Ll AAB-FSHEK

Motify me when Windows Firewall blocks a new
program

Not Connected V
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CHANGE NOTIFICATION SETTINGS

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,
What are network locations?

Heome or work (private) network location settings
f@ i@ Turn on Windows Firewall
[ Block all incoming connections, including those in the list of allowed programs

MNetify me when Windows Firewall blocks a new program

r@ () Turn off Windows Firewall (not recommended]

Public network location settings
f@ i@ Turn on Windows Firewall
[] Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

r@ () Turn off Windows Firewall (not recommended)
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ALLOW A PROGRAM OR FEATURE
THROUGH WINDOWS FIREWALL

O Lejimi manual i programeve permes firewall

Allow programs to communicate through Windows Firewall

To add, change, or rermowe allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? #' Change settings

Allowed programs and features:

MName HomeWork (Private) Public =
BitTorrent (TCP-In)

BitTorrent (LIDP-IN)
[ BranchCache - Content Retriewval (LUlses HTTP]) (I 1
[ BranchCache - Hosted Cache Client (Uses HTTPS) 1 1
[dBranchCache - Hosted Cache Server (Uses HTTPS) 1 (I
d BranchiZache - Peer Discowverny (Uses WSO — [
0 Connect to a Metwork Projector 1 1
Core Metworking
1 Diistributed Transaction Coordinator — [
[+] File and Printer Sharing [
HomeGroup 1
[1isCsI Service ] 1 i
[ Dretails... ] Remowe

[ Allow another program... ]
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KRIJIMI I RREGULLAVE

g Windows Firewall with Advanced Security

— el — ——ll - e o e

File Action Wiew Help

e 7E = HE

ﬂ' Windows Firewall with Advance
|g Inbound Rules |
Outbound Rules
5‘5 Connection Security Rules
» Bl Monitoring

Inbound Rules

Mame

@ BitTorrent (TCP-In)

@ BitTorrent (UDP-In)

. Dev-C++

@ Dev-C++

. Dev-C++

@ Dev-C++

@ Microsoft SharePoint Workspace
@l Microscft SharePoint Workspace
(@ TP-LINK Easy Setup Assistant

(@ TP-LINK Easy Setup Assistant

@ viber

i Dranrhache Cantent Retrieral (HTTO TRl
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@‘u’isual Studio 2013 Controller Listener Por..,
@‘u’isual Studio 2013 Controller Listener Por..,
@Visual Studio 2013 Controller Listener Por..,
@‘u’isual Studio 2013 Controller Listener Por..,
@‘u’isual Studio 2013 Controller Listener Por...
@‘u’isual Studio 2013 Controller Listener Por...
@l‘u’isual Studio 2013 Remote Debugger Dis...
.Workﬂow Manager Tools 1.0 for Visual 5t..

Group

BranchiTarhe - Tantent Ratr

Profile

All

All
Domain
Private
Domain
Private
Private
Private
Public
Public
All

All

All

All

All

All

All

All

Domai...

Al

Enabled

es
Yes
Mo
Yes
Mo
Yes
Yes
Yes
es
es
es
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Mo

Flm

Action *

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow
Alleans

F

Actions

Inbound Rules

ﬂ, Mew Rule...

S Filter by Profile

7 Filter by State

SF Filter by Group
Wiew

|G Refresh

|z Export List...

ﬂ Help

- v v v




KRIJIMI I RREGULLAVE

g# New Inbound Rule Wizard

1 Rule Type

Select the type of firewall nule to create.

Steps:

& Fule Type What type of nule would you like to create?

# Protocal and Ports

@ Action ") Program
@ Profie Rule that controls connections for a program.
@ MName @ Port

Rule that controls connections fara TCP or UDP port.
) Predefined:
BranchCache - Content Retrieval (Uses HTTP)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.
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KRIJIMI I RREGULLAVE

g# New Inbound Rule Wizard

||
| Protocol and Poris
Specify the protocols and ports to which this rule applies.

Steps:

@ FRule Type Does this rule apphy to TCP ar UDP?

& Protocol and Ports @ TCP

@ Action ) UDP

@ Profile

M

@ Mame Dioes this rule apply to all local ports or specfic local ports?
1 All local ports
@ Specific local ports: 5150

Example: 80, 443, 5000-5010
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KRIJIMI I RREGULLAVE

g New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ Rule Type What action should be talkeen when a connection matches the specified conditions?
@ Protocol and Ports )

_ @ Allow the connection
& Adtion Thiz includes connections that are protected with IPsec as well as those are not.
@ Profile

I Allow the connection if it is secure

@ Name

This includes only connections that have been autherticated by using |IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Fule node.

I Block the connection
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KRIJIMI I RREGULLAVE

g Mew Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

@ FRule Type When does this rule apply?

# Protocol and Ports

@ Action Domain

& Profile Applies when a computer is connected to its corporate domain.
@ Name Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public netwark location.
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KRIJIMI T RREGULLAVE

Gty

Name

Specify the name and description of this rule.

Steps:
# FRule Type
# Protocol and Ports
@ Action
@ Frofile MName:
AAB
& Name
Description (optional):
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FIREWALL

Windowes=s Firewall with Adwvanced Secunty on Local Computer Pr... &

Ciomain Profile I Private FProfile Public Profile I IP=s=c SE:‘l'tir'lgEI

Specity behawior for when a computer is conmnected to a private
netweork location .
State
i F Firewall stat=: [C:ln frecommendaed) """']
Imnbound connections: [ Elochk {def=zult) bt ]
COutbound connections: [.F'n.llc:w defaul) "-"]
Protected metwwork: conmeaections: [ Customize. . ]
Settimgs
- Specihy s=ttings that cordrnol Windowes _
| — Firewwall behawior. [ e ]
Loggirg
Spaecity logging s=ttings for T =
g troubleshootimg . [ stomizes... ]
Leam more about these settings

| O K ] | Cancel | A —
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DEP - DATA EXECUTION PREVENTION

[ .|
System Properties M Performance Options | EZ |
| Visual Effects I Advanced | Data Execution Prevention

Computer Name | Hardware | Advanced |S)'stern Pratection | F{ernote|

You must be logged on as an Administrator to make mast of these changes. _ Data Execution Prevention (DEF) helps protect
= against damage from vir
Performance 44 threats. L ]
Vigual effects, processor scheduling, memony usage, and virtual memory @) Turn on DEF for essential Windows programs and services
only
=y Turm on DEP for all programs and services except those I
select:
User Profiles

Desktop settings related to your logon

Startup and Recovery
System startup, system failure, and debugging information

Add... Remowve

Your computer's processor supports hardware-based DEP.

[ Environment Vanables... ]

[ OK ][ Cancel ] Soply | [ oK ][ Cancel ] Apply

Q Sistem sigurie shtese, e cila parandalon demtimet ge mund te vijne nga
viruset
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BITLOCKER - KODIMI I KUJTESES

B BitLocker Drive Encryption = =
@ - 1 %l << Syste... » BitLocker Drive Encry... w O Search Control Panel =
. - - = "~
Contrel Panel Home BitLocker Drive Encryption

Help protect your files and folders from unautheorized access by
protecting your drives with BitLocker.

Operating system drive

Windows 8 (C:) BitLocker off @
T | Turn on
o BitLocker

Fixed data drives

Windows 7 (D) BitLocker off @

Remowvable data drives - BitLocker To Go

See also LEXAR (F:) BitLocker off ()

B TPM Administration
Turn on

@ Disk Management R BitLocker

Privacy staternent
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WEB - BROWSER

Rendesi - te mbajme nivelin e sigurise ne nivel

ActiveX (teknologji) - Lejon aplikacione te perdoren nga
WebBrowser (integrated app)

Java - Gjuhe programuese e cila perdoret per zhvillimin e
WebBrowser
Plugins - aplikacione (sherbime) qge erfshihen brenda WebBrowser

(njejt si ActiveX por nuk mund te egzekutohen nga jashte sistemit)

Cookies - te dhena te cilat i ruajne te dhenat e specifikuara per
cdo Web-Site ne WebBrowser

JavaScript (ECMAScript) - Gjuhe (skripte) e cila ndihmon WebSite
te behet me interaktv
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SIGURIA NE WEB-BROWSER

Internet Options

General | Security |F'rivac';.f Content | Connections | Programs | &dvanced

Select a zone to wiew or change security setkings.

@ © / O

Local intranet  Trusted sites Feskricked
sites

Internekt

@ This zone is Ffor Internet websites,
except those lisked in trusted and

restricted zones,

Security level For this zone

Allowed levels For this zone: Medium to High

conkent
- Maximumn safeguards
- Less secure Features are disabled

High
- dppropriake for websites that might hawve harmful

[ Custom level. .. ] [ Default lewvel ]
[ Reset all zones ko default level ]
[ ] ] [ Cancel ] [ apply
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Preferohet “HIGH" — Ketu
perfshihet mbylja e
sherbimeve nga ActiveX
dhe Java
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AKTIVIZIMI MANUAL

Security Seftings - Internet Ffone

Sektings

| @ | Initialize and script Activex controls not marked as safe For s o~
(%) Disable {recommended)
() Enable {nok secure)

) Prompt
|#| Run Activex contrals and plug-ins

S iclonimiciaa | =

(=) Disable
! Enable
) Prompt
|@| Scripk Activex controls marked safe For scripting™
(%) Disable
) Enable
) Prompt
& Downloads
& auktomatic prompring For File downloads
f:‘. Micahkl= E
< | >
*Takes effect after vou resktart Internet Explorer
Re=zet cus=s Frimas
Reset bo; High o | I [ Feset. .. ] I
I =" ] [ —ancel ]
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TRUSTED SITE

Internet Options

Generall Securiky |F'rivan:';.-' Content | Conneckions | Programs | adwvanced

Select a zone ko wiew or change security sekkings,

@ .. S

Inkernet Local intranset JENEEETs Reskricked
sikes
Trusted sites
) _ _ | Sites |
f This zone contains websites that wou
. trust nok ko damage wour compuker or
wour Files,
Security lewel For this zone
bllowed lewvels For this zone: All
| FMedium-high
1 - Sppropriake For mosk websites
- Prompts before downloading pokentially unsafe
cankenk

- Unsigned Activel controls will nok be dovenloaded

[ —uskom lewel. .. ] [ Default lewvel ]
[ Fesek all zones to defFaulk level ]
[ ] ] [ Zancel ] [ anpl ]

M.Sc. Eng. Krenar Kepuska - S.DH.

18



SETTINGS FOR COOKIES

Internet Options

General Securit_lrll Frivacy | Content | Connections | Programes || Advanced

Settings
] kMowe the zlider to zelect a privacy setting for the Internet
= zone.

Medium

- Block.s third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that uze perzonally identifiable
L information without pour implicit congent

- Bestricts first-party cookies that uze personally identifiable
information without implicit consent

[ Sitez. .. ] [ Impaort.... ] [.-'l'-.dgann:ed...

Fop-up Blocker
@ Frevent most pop-up windows from appearing.

Block pop-ups Settings. ..

[ OF. ] [ Cancel ]

Advanced Privacy Settings

a Y'ou can choose how cookies are handled in the [nternet
_@ zone. Thiz overides automatic cookie handling.

Cookjes

Owemde autoratic cookie handling

First-party Cookies
() Accept

) Block,
(%) Prompt

Third-party Cookies

Always allow session cookies
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() Accept
) Block
(%) Prompt
| Q. | [ Cancel
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SIGURIA NE WEB-BROWSER

Privacy Alert

€ - The webszite "www. zecurecoding. cert.org” has reguested to save a
E@file on pour complter called a Vcookie' Thiz file may be used to
track uzage information. Do you want to allaw this?

[ ] Apply my decizion to all cookies fram this website

E&”DW Cookie § [Ell:uck Cookie

Cookie Information

Mame JSESSIONID

Domait | v, securecoding, cert.ang

Fath Joonfluence

Expires End af zeszion Secure  |Yes
Data 9BE29E 430FDRY36CEEER4BEEDSZE 7AFD

Jrd Party Mo Sezzion |Yez

Compact
Palicy
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SIGURIA NE WEB-BROWSER

Internet Options

General Securityl Privacy |Cn:nntent Conneckions | Programs | Advanced

Setkings

?‘: Select a setting For the Internet zone.

- Blocks all cookies From websites that do not have a
compack privacy policy

- Blacks cookies that save information that can be used to
conkack wou without yaour explicit consent

[ Sites ] [ Import ] [ Advanced ] [ Default ]

Pop-up Blocker

§ il Prevent most pop-up windows Fram Settings

appearing.

Turn on Pop-up Blocker
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SIGURIA NE WEB-BROWSER

Security || Privacy || Conkent | Connections || Programs Advanced D S h erbe n per Sig U ri Te

General

Settings

=| Browsing
[] automatically check For Internet Explorer updates
[] close unused folders in Histary and Favorites*
Disable script debugaing (Inkernet Explarer)

Disable script debugging (Other)

[] Display a notification abouk every scripk error

Enable FTP folder wiew {outside of Internet
Enable page transitions

[ Foahle personalized Favorites meou

[] Enable third-party browser extensions® ]

%

avancuar ne gjithe zonen

- dhe preferohet te bejme
“disable” — sepse perfshin
tool bars dhe Browser Helper

Explarer)

[#] Enable visual styles on buttons and contraols in webpages

[] Enable websites to use the search pane*
[] Farce offscreen compositing even under Te
[+] Matify when downloads complete

*Takes effect after wou restart Inkernet Explorer

rrinal Server®
w

¥

Restore advanced settings ]

Reset Internet Explorer settings

Deletes all kermparary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if vour browser is in an unusable state.

K H Cancel ]
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SIGURIA NE WEB-BROWSER

General | Securiky || Privacy | Content || Connections | Programs Advanced

Setkings

=| International® ~
[ Abwaws show encoded addresses ]
I+] Send IDMN server names
[] send IDM serwver names For Intranet addresses
Send UTF-3 URLs
Showe Information Bar For encoded addresses
[] use UTF-8 For mailto links
<in Multimedia
Abwaws use ClearTwpe For HTHLY
Enable aukomatic image resizing
[+] Plaw animations in webpages®
[ [ 1 Play sounds in webpages
L1 shows image dovenload placeholders
[+] Show pickures i
< >

*Takes effect after wou restark Internet Explorer

[ Restore adwanced settings ]

Reset Internet Explorer setkings

Delektes all temporary Files, disables browser [ P ]
add-ons, and reseks all the changed settings. ==

wou should only use this iF wour browser is in an unusable state.

[ o] ] [ Cancel ]
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Internationalized
Domain Names (IDN) -
mibrojtja nga sulmuesit
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SIGURIA NE WEB-BROWSER

_

£ Mozilla Firefox +J_| 1 0 J Ql Iﬂ s

File Edit Wiew History  Bookmarks Help
Main Tabs Conkent Feeds  Privacy  Security  Advanced
Vs W Web Jearch el I
€« % COoOME -
Diownloads Chrl+1 Startup
fd-ons When Firefox skarts: | Show my home page v |

Errar Console

Page Info Home Page: http: /fen-Us start2 .mozilla, com/firefox Pelient=Firefox-adrls=org. mozi

Clear Private Data,., Chrlshift+Del [ Use Current Page ] [ Lise Bookmark, ] [ Restare ko Default

Options. ..
Dawnloads

Show the Dawnloads window when downloading a File

[ ] Close it when all downloads are Finished

) Sawe files to

(%) Always ask me where to save files

System Defaults

[] always check to see if Firefowx is the default browser on skartup Check Mow

Ik | [ Cancel ] [ Help ]
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SIGURIA NE WEB-BROWSER

Options [z
o . pu (Y, .
w0 @ B a1 |8 @

Main Tabs Conkent Feeds  Privacy — Security  Advanced

Warn me when sites try ko install add-ons

[ ] Tell me if the site I'm visiting is a suspected Fargery

[Goode v]

Passwords

[ ] remember passwords For sites

Ilse a master password I [ Zhange Master Password. ., ]

[ Showw Passwiords, ]

Warning Messages

Choose which warning messages wou wank to see while browsing the -
weh Settings. ..

[ Ik l [ Cancel ] [ Help ]
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SIGURIA NE WEB-BROWSER

08 General )
™ 0 vm |l QG
General Appearance Bookmarks Tabs AutoFill Security Advanced
Default Web Browser: :;@ Safari 4
Mew windows open with: : Home Page |+]

Home page: http://livepage.apple.com/

IC Set to Current Page )

Save downloaded files to: [~ My Downloads

:E

" " f
Remove download list items:  Manually

[ Open “safe" files after downloading

“safe” files include movies, pictures, sounds,
PCF and text documents, and disk images
and other archives.

Open links from applications: () in a new window

@ in a new tab in the current window
This applies to links from Mail, iChat, etc.

@
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SIGURIA NE WEB-BROWSER

800 Security [ |
T O wm A
General Appearance Bookmarks Tabs AutoFill | Security  Advanced

Web Content] ! Enable plug-ins
[ 1 Enable Java
[ Enable JavaScript
E Block pop-up windows

Accept Cookies: C Always

o
MNewer
8 Only from sites you navigate to
For example, not from advertisers on those sites

l: Show Cookies )

l Eﬁ.sk before sending a non-secure farm to a secure website
__ Enable parental controls
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FALEMNDERIT

Pyetje?
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