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FUNKSIONI HAS]

H (FUNKSIONI PRERES)

1. Procese ku i ri-modelont dhenat ne dalje me gjatesi fikse

2. HASH funksionet jane nje-dimensional

Zbatimi i HASH:

e verifikimi 1 te dhenave - Shumica e algoritmeve te

nenshkrimeve dixhitale
funksioneve HASH

jane te ndertuara ne baze te

e verifikimi 1 fjalekalimit - konsiston ne ruajtjen e

funksionit HASH per cdo
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HASH FUNKSIONET KRYESORE

Tipi | Emertimi Bitet e Daljes |Bytet e Daljes
SHA 1 | Security Hash Algorithm (update) | 160 bit 20 byte
SHA 2 | Security Hash Algorithm (update) | 256 bit 32 byte
SHA 3 | Security Hash Algorithm (update) | 512 bit 64 byte
MD 4 | Message digest 4 128 bit 16 byte
MD 5 |[Message digest 5 128 bit 16 byte
MD 6 |Message digest 6 512 bit 64 byte
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“computer science at universiteti aab™

SHEMBULLI

Te shifrohet mesazhi:

me funksionin preres (HASH) SHAl. (4@ njesi / 16@bit / 28byte)
computer ===» | Hash / SHAl | ===> 8D99 9584 1B7F 8D22 79B7
A71B oB78 AF87 53B2 $ASE
science ===» | Hash / SHAl | ===> 8099 9534 1B/7F 8D22 79B7
A71B oB78 AF87 53B2 $ASE
at ===» | Hash / SHAl | ===> 27E9 @DFA 57C3 58AC FAFR4
7886 @FbF 7209 282C E995
university ===» | Hash / SHAl | ===> 4869 B4FD 8852 297D AEAE
B426 B1BC AdoF D245 4AA3
aab ===» | Hash / SHAl | ===> FOF9 1486 @CCB 1E1e D551
ADA9 @leB 1Acb 58D6 EDEC
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SHEMBULLI

(HASH) SHA 2. (&4njesi / 256bit / 32byte)

computer === Hash / SHAZ2 === AAST 3821 S58FC EsS11l 425C

DE45 3782 8A5A FBE3Z VE3SF

1352 AD4S AS1ID 4a7E 1TAF
DCSC

science === Hash / SHAZ2 === AD45 ASID 487E LTVAF 23CH
AA9T 3821 HBFC EsS1ll 425C
D345 3782 8A5A FBE3 VESF

FBES

at === Hash / SHAZ2 === 1VAF 23Ca AASYT 3821 56FC
EG11l 425C Ds45 3782 BASA
FBE=Z VE3ZF 3821 BE3 VE3F

FBES

university === Hash / SHAZ === FBE3Z VE3F 3821 BE3 VE3F

AA9T 3821 5eFC Es8ll 425C

D345 3782 8A5A FBE3 VESF
5arc

aahb === Hash / SHAZ2 === DE45 3782 8A5A FBE3Z VE3SF

3821 BE3 YE3F 3821 58FC

EG11 425C D845 3782 BASA
FEBE3
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SHEMBULLI

(HASH 3) SHA 3. (11l6njesi / 512bit / &4byte)

DEAF 478AE 968C 6@A3 1894
4E61 145C 6E4C 18BE 449F
CE91 enlAa 7445 F85Z 194F
48B4 13CE AlTYa BAZY FCE9
AE46 BaAS IAAF 3IFEF

Il
Il
Il
W

Hash / SHAZ

Il
Il
Il
b

computer

9236 2363 e5CE 288C ASBS8
FGFS 6882 FG6lA GAGE A3JIED
CE98a 5378 5E3A De2l FFF2
BEF 34 6532 Fe53A EZZE 73DD
CFFA AFl1® 62ES @9DF

Il
Il
Il
L

Hash /7 SHAZ

Il
Il
Il
b

science

288C A9SBE FoF5> o882 Fola
oAGE AZEBD CB99 537VE SE3A
Da2l FFF2 BF3A 6882 Fola
6AGE AZEBD CB98 5378 SE3A
EZZE 6532 Fo34 CE9a

at

Il
Il
Il
L

Hash /7 SHAZ

Il
Il
Il
L

478AE 908C odA3 18598 4E6l
145C 6E4C 18BE 4459F C891
G6la 7445 FESZ2 194F 4EE4
13CE A1VE 614 bAGE AIED
EF34 6532 Fo34 BF3IA

Il
Il
Il
W

Hash / SHAZ

Il
Il
Il
W

university

AJIBD CES9® 5378 5E34A D2l
FFFZ BF3A 6532 F6hA EZZE
6532 Fe5A ASBE8 FoF5: G882
F&ela 6ABE A3IEBD CES8 5373
4449F CE9]1 66ls 7445

Hash /7 SHAZ

Il
Il
Il
L

:
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SHEMBULLI

(HASH) MDS. (32 njesi / 128bit / 16byte)

computer ===% | Hash /7 MD5 | ===» | DF533 CAZ& 8248 CATe B7aC
a3bb EES54 S568A

science ===% | Hash /7 MD% | ===» | FB5C 7F9E B4B3 2CE2 F3EF
Fdee 2F1A B2Z27E

at ===» | Hash / MD5 | ===» | 7D@D BE358 ASE9 S5A8E AlDA
gBCA 241A BDAl

university ===% | Hash /7 MD5 | ===3 | 1823 8D6l 1489 4BE5> EDC3
0o81 8356 BECY

aab. ===3 | Hash / MDS5 | ===» | E625 95EE 98ES 8515 3DAC
a/CE 1ABE& 9C3C
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USER AUTHENTICATION

User Authentication

Proces 1 vertetimit te identitetit te perdoruesve per nje
system te caktuar, e cila bazohet ne digka individuale

User Authentication Protocol

Jane rregulla te procesit te vertetimit (identitetit)
perdoruesve, kemi dy lloje:

L One Way (fjalekalimet)

U Two-way
= (Celes Simetrik (Nedham-Shreder, Kerberos)
= Celes Publik (Dening-Sako, Wo-1lam)
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ONE WAY AUTENTICATION

v O Si mund te dije
A Host-1i se eshte
T A-ja ajo ge do te
X

kyget dhe jo X-i?

C
*.—"'

O Problemi i teknikes One-Way!!!
Hosti ruan te gjitha fjalekalimet ne menyre te paster

 Zgjidhja e problemmit: Funksionet One-Way dhe Sulmet-Fjalor
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VERTETIMI PERMES FUNKSIONEVE
HASH

A ﬂ___'}.f . Log - in A + PWD (password) >

I
-

i

"

User ID H{pwd)
A H,

U Host nuk ka nevoje te dije fjalekalimin e A-se, por ka nevoje te
dije vetem diferencen mes funksioneve HASH. Host konsiston nese H,
gjindet ne listen e H(pwd)

U Sulmi duke perdorur nje fjalor konsiston duke krijuar nje liste me
fjalekalime te zakonshme dhe duke aplikuar mbi ate liste HASH
funksione per cdo fjalekalim dhe nese pershtatet ndonji funksion,
atehere gjejme fjalekalimin !!!
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MBROJTJA NGA SULMET ME FJALOR

s ——
T'E?,_.' Log - in A + Fjalekalimi :> —_—
User ID salt H{pwd)
A EE T H,
B e Hp

U sulmuesit nuk mund te perdorin te njejtin fjalor per ti
thyer te gjitha sistemet me fjalekalime. Ha = H(S,pwd)
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PERFUNDIME MBI FJALEKALIMIN

dMos perdor asnjehere informacion personal
dPerdor kombinime fjale + karaktere + numra

(dMos e perdor te njejtin fjalekalim per shume
sisteme

Ndrysho falekalimin shpesh

dPerdor fraza:
* Fjalekalimi im nuk eshte 1 lehte per tu thyer
= FINEILPTTH
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VERTETSIA DY-DIMENSIONALE

o GO)
rfl*'“" ; N
\g 1. Kembejncelesat

=l 2. Vertetojnidentitetin

A B

O Proces kur A dhe B identifikojne vertetsine e njeri tjetrit ne te njejten
kohe dhe sigurohen ge po flasin mes vete.
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VERTETESIA DUKE U BAZUAR NE
CELESIN SEKRET TE PERBASHKET

Ty
’__{ RB J | R = random nuber
—{KAB (Fe) |-~ & | IR
Ty
<[ Kps (AR —
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VERTETESIA DUKE U BAZUAR NE

CELESIN PUBLIK

Alice

Host
E
Eg (A, Ra) -
6 R
- E (Ra R Ks) s
.
Kg (Rg) -

Ks = celes simetrik nje-perdorimesh
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celesi publik

Random number

[145)



FALEMNDERIT

Pyetje?
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