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Temat...

o Konceptet kryesore te NAT
e NAT Dinamik

e NAT Statik

e NAT Overload

e Konfigurimet me Packet tracer



Adresat private

Klasat Rangu in IP adresave private CIDR Prefix
Class A 10.0.0.0 10.255.255.255 10.0.0.0/8
Class B 172.16.0.0 | 172.31.255.255 | 172.16.0.0/12
Class C 192.168.0.0 | 192.168.255.255 | 192.168.0.0/16




Network Address Translation

e NAT pérdoret pér te pérkthyer nje IP adrese private,
njé IP adrese ge nuk rutohet (non-routable), ne njé IP

adrese publike
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Tabela NAT

* NAT tabela mban shénime pér “hartezimet” ndérmjet IP
adresave te brendshme dhe te jashtme (inside to outside

mappings)
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Adresat e brendshme dhe te jashtme

e Adresat e brendshme

— IP adresa e njé hosti ge
ndodhet ne rrjetin e
brendshém

— Mund te jete private,
adresé ge nuk rutohet
e Adresat e jashtme

— IP adresa e njé hosti ge
ndodhet ne rrjetin e
jashtém

— Mund te jete adrese
publike, ge rutohet
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Adresat lokale dhe globale

Adresat lokale

—IP adresa e njé hosti te
brendshém apo te

NAT
e0 fea el

jashtém ge shfaget ne 10.1.1.1 165.193.3.1
h
eader-in e brendshém Rrieti i Rrieti
te IP adresés. ) o
brendshem jashtem
Adresat globale
—IP adresa e njé hosti te
brendshém apo te
Lashtem ge shfaget ne
eader-in e jashtém te
IP adresés
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Perkthimi i Header-it IP

Gjate transmetimit te paketés
neper pajisjen ge € bén NAT-
in, behen keto veprime:

* Adresa lokale e brendshme
behet adrese globale e
brendshme

*Adresa lokale e jashtme
behet adrese globale ¢
jashtme

IP Header-1 intern
(adresat lokale)

165.193.3.2

Adresa lokale e  Adresa lokale e
brendshme jashtme
NAT
IP Header- 1 ekstern
(adresat globale)

165.193.3.2

Adresa globale Adresa globale
e brendshme ¢ jashtme




NAT-I dinamik

e NAT-i mund te jete dinamik ose statik.

e NAT-i dinamik perkthen adresat e brendshme duke
perdorur nje bashkesi (pool) te adresave globale

e NAT-i dinamik u mundeson hosteve ge ndodhen ne
rrjetin privat ti gasen internetit duke perkthyer
adresat private ne adresa publike
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Permbledhje: NAT dinamik

Tek NAT dinamik, PC me IP adrese 192.168.32.10 do te
pérkthehet tek IP adresa e pare ge €shté ne dispozicion ne
rangun prej 213.18.123.100 deri ne 213.18.123.150 !
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Konfigurimi i NAT-it dinamik

o Definimi i nje bashkesie (pool) te adresave globale:

router (config)# 1ip nat pool  pool-name
start-ip end-1p netmask netmask

e Definimi i listave standarde te gasjes per te identifikuar se
cilat hoste do te perkthehen.
router (config)# access-1ist number permit
network mask

o Ven_dosg'a e fperkthimit dinamik, duke identifikuar listen e
gasjes te definuar ne hapin e meparshem
router (config)# 1ip nat 1inside source 1ist
access—-1list—-num pool pool-name

e Identifikimi i interfejsave si “te brendshem” apo “te
jashtem”
router (config-if)# ip nat {inside|outside}



Shembull i konfigurimit te NAT-it dinamik

10.1.1.2 el
10.1.1.1

192.168.1.1

10.0.0.2

o

Internet 3

ip nat pool nat-pool 1 179.9.8B.80 179.9.8.95 netmask 255.255.255.0
ip nat inside source list 1 pool nat-pooll
1

interface ethernet 0

ip address 10.1.1.1. 255.255.255.0
ip nat inside

i

interface sarial 0

ip address 192.168.1.1 255.255.255.0

ip nat outside
1

accass-list 1 E-rnit 10.0.0.0.0.0.255.255
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Komandat per konfirmimin e operacioneve
me NAT

Fouterfshow ip nat translations [verbose]

= Displays active translation

Fouterfshow ip nat translation
Pro Inside global Inside local Outside local Outside global
172.16.131.1 10.10.10.1 === ===

Fouterfshow ip nat statistics

= Displays translation statistics

Fouter#show ip nat statistics

Total active translations: 1 (1 static, 0 dynamic; 0 extended)
Outside interfaces:

Seriall

Inside interfaces:

Ethernetl, Ethernetl

Hits: 5 Miszses:0
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NAT-i STATIK
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NAT-I statik

 Lejon pajisjet me adresa — 7
private ge te shihen ne ‘\%
rrjetin publik. D

e Pérkthimet statike vendosen
direkt ne konfigurim dhe

mbesin gjithmoné ne

tabelén e pérkthimit. — 1o.sli.n _—m

— router (config) # T
ip nat inside £ |
source static ( - B
10.1.1.11 W

192.168.1.35
Hosti 1

e Zakonisht pérdoret pérweb |, .
serveret 10.1.1.11



Permbledhje: NAT statik

- dazleaizl ) 213.18,123.1
:'h| YRITRTRY | AW 213.18.123.111

a 192.1iiliilh .

Tek NAT statik, PC me IP adresén 192.168.32.10 do te
pérkthehet gjithmoné ne 213.18.123.110

Do te thoté: Statik NAT eshte “one-to-one”
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Konfigurimi i NAT-it statik

e Vendosja e perkthimit statik ndermjet IP adresave te
brendshme dhe te jashtme:

router (config)# ip nat inside source static
local-ip global-ip

e Identifikimi i interfejsave te brendshem dhe te jashtem
per NAT:

router (config-if)# ip nat {inside|outside}
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Shembull i konfigurimit te NAT-it statik

192.168.1.1

10.1.1.2

( 3

s0 ﬁlnternet
\-.—: o

SA
192.168.1.2

hostname GW
[

ip nat inside source static 10.1.1.2 182 .168.1.2
!
interface ethernet 0
ip address 10.1.1.1 255.255.255.0
ip nat inside
!
interface serial 0

ip address 192.168.1.1 255.255.255.0

ip nat outside
1

-
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Port Address Translation
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Port Address Translation (PAT)

o PAT éshté proces i
nartezimit dinamik te
shume adresave te
brendshme ne njé
adrese te vetme globale

e Pérdoré numrin e
porteve per te
diferencuar adresat e
hrendshme lokale

e Nganjéheré quhet
“overloading”

PAT
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Permbledhje: PAT

Tek PAT, secila PC e rrjetit privat pérkthehet né njé
I[P adrese te nj€jt€ (213.18.123.100), por me numra té
ndryshém te porteve !
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NAT Overioad

e Ruteri PAT mban shénime pér komunikime te
ndryshme duke e bere hartezimin e numrave te
porteve TCP dhe UDP ne tabelen NAT

Inside

Qutside

/ .

Internet }

2 ':-'H-J:-

MAT Table
Inside Local IP Address | Inside Global IP Address
10.0.0.3: 1444 179.5.8.80:1445
10.0.0.4:1444 179.9.8.80:1445 23




Overloading NAT

o Konfigurimi i bashkesise se adresave per NAT

e Krijimi i nje liste te qasjes per te percaktuar se
cila adrese duhet te perkthehet

e Vendosja e kesaj liste te gasjes ne bashkesine e
adresave NAT

e Vendosja e interfejsave te brendshem dhe te
jashtem
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NAT “overioad?”

o Konfigurimi i bashkesise se adresave NAT:

— Rangu I adresave

e 1p nat pool bigpool
netmask 255.255.255.224

— Adresa e vetme

e 1p nat pool smallpool
netmask 255.255.255.224

e Krijimi i nje liste te gasjes standarde:
— access-1list 24 permit 10.0.0.0 0.255.255.255

e Vendosja e késaj liste ne bashkesine e adresave NAT dhe
“overload” i kesaj liste te gasjes:

— 1p nat inside source 1list 24 pool bigpool overload

e Percaktimi i interfejsave te brendshém dhe te jashtém

— router (config-if)# ip nat {inside|outside}



PAT: Address Overload

E0:192.168.3.1

=0:172.16.2.1
E1:192.168.2.1

192.168.2.4

Internet

L

-

interface ethernet 0
ip address 192.168B.3.1 255.255.255.0
ip nat inside
1
interface ethernet 1
ip address 192.168B.2.1 255.255.255.0
ip nat inside
1
interface serial 0
ip address 172.16.2.1 255.255.255.0
ip nat outside
1
ip nat inside source list 1 interface serial 0 overload
1
accags-lizst 1 permit 192.168B.2.
access-list 1 permit 152.168.3.

0 0.0.0.255
0 0.0.0.255
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Shembuj me Packet tracer

1. Konfigurimii NAT-it Dinamik
2. Konfigurimi i NAT-it Statik

3. Konfigurimii PAT-it
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